
Parameterized Verification with

Byzantine Model Checker

Igor Konnov
<igor@informal.systems>

Tutorial at FORTE, June 15, 2020

streaming from Vienna / Austria to Valletta / Malta



Co-authors and contributors:

Helmut Veith

Ulrich Schmid

Roderick Bloem

Marijana Lazić
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Timeline

Fault-tolerant distributed algorithms and threshold automata

Safety of asynchronous threshold-guarded algorithms

Liveness and beyond asynchronous algorithms



our inspiration:

distributed consensus
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Problem of Distributed Consensus

A distributed algorithm for n replicas
every replica proposes a value w ∈ V

Termination
every correct replica eventually decides on a value v ∈ V

Agreement
if a replica decides on v , no replica decides on V \ {v}

Validity
if a replica decides on v , the value v was proposed earlier

crucial to verify safety and liveness
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consensus without termination:

do nothing!

ItoJ

JtoI

1.propose(ItoJ)

1.propose(JtoI)
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Naïve majority voting



n replicas follow the code:

1 input ui ∈ {0,1}
2 send ui to all

3 wait until some value vi ∈ {0,1} is received d n+1
2 e times

4 decide on vj

Does it satisfy Validity, Agreement, and Termination?

What is the computation model?

Igor Konnov 9 of 15



n replicas follow the code:

1 input ui ∈ {0,1}
2 send ui to all

3 wait until some value vi ∈ {0,1} is received d n+1
2 e times

4 decide on vj

Does it satisfy Validity, Agreement, and Termination?

What is the computation model?

Igor Konnov 9 of 15



Asynchronous systems with faults

Various processor speeds

Various message delays, unbounded but finite

crashes

propose(0)

propose(1)

later today,

Byzantine

. . .



Formalizing pseudo-code. . .

1 input ui ∈ {0,1}
2 send ui to all

3 wait until some value vi ∈ {0,1} is received d n+1
2 e times

4 decide on vj

as a threshold automaton:

V0

V1

SE
D0

D1

CR

nfaulty < F
nfaulty++

s0++

s1++

2s0 >
n

2s1 > n
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Formalizing the distributed system. . .

replica 1: u1 = 0 V0
s0++−→ SE

replica 2: u2 = 1 V1 s1++−→ SE

replica 3: u3 = 0

replica 4: u4 = 0 V0
s0++−→ SE

as a counter system:

κV0 = 3 κV0 = 2 κV0 = 1

κV1 = 1 κV1 = 0

κSE = 0 κSE = 1 κSE = 2 κSE = 3

s0 = 0 s0 = 1 s0 = 2

s1 = 0 s1 = 1

. . .



Formalizing properties. . .

Termination: every replica eventually decides on a value v ∈ V

Agreement: if a replica decides on v , no replica decides on V \ {v}

Validity: if a replica decides on v , the value v was proposed earlier

as temporal formulas:

Termination: fairness → 3 (κV0 = 0 ∧ κV1 = 0 ∧ κSE = 0)

Agreement: 2 (κD0 = 0 ∨ κD1 = 0)

0-Validity: κV1 = 0→ 2 (κD1 = 0)

1-Validity: κV0 = 0→ 2 (κD0 = 0)
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Let’s ask ByMC. . .



Time for questions!

[
bit.ly/2z8mE51

]
(the examples and links for this talk)

http://bit.ly/2z8mE51

