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Timeline

Fault-tolerant distributed algorithms and threshold automata

Safety of asynchronous threshold-guarded algorithms

Liveness and beyond asynchronous algorithms



The examples and links for this talk:[
bit.ly/2z8mE51

]

Byzantine model checker:[
github.com/konnov/bymc

][
forsyte.at/software/bymc

]
(source code, benchmarks, virtual machines, etc.)

http://bit.ly/2z8mE51
https://github.com/konnov/bymc/
http://forsyte.at/software/bymc/


Verifying asynchronous threshold-guarded

distributed algorithms

[K., Veith, Widder. CAV’15]
[K., Lazić, Veith, Widder. POPL’17]
[K., Lazić, Veith, Widder. FMSD’17]
[K., Widder. ISoLA’18]
. . .



Faults and communication

Byzantine behavior: [Lamport, Shostak, Pease, 1982]

propose(0) propose(1)

More than two-thirds must be correct: n > 3t (resilience)

Communication is reliable:
[Fischer, Lynch, Paterson, 1985]

if a correct process sends a message m,

m is eventually delivered to all correct processes
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Formalizing pseudo-code of naïve majority voting. . .

1 input ui ∈ {0,1}
2 send ui to all

3 wait until some value vi ∈ {0,1} is received d n+1
2 e times

4 decide on vj

for Byzantine faults:

V0

V1

SE
D0

D1

s0++

s1++

2(s0 +
f ) >

n

2(s1 + f ) > n

run n − f copies for n > 3t and t ≥ f
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Let’s run ByMC again

this time for Byzantine faults. . .



Counterexample to agreement

V0

V1
SE

D0

D1

snd0 : s0++

snd1 : s1++

dec0 : 2(s0 + f ) > n

dec1 : 2(s1 + f ) > n

f = 1 Byzantine, n− f = 6 correct

proc. 1 snd0 dec0
proc. 2 snd1 dec1
proc. 3 snd0
proc. 4 snd1
proc. 5 snd0
proc. 6 snd1
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Representative of the counterexample

snd0, snd1, snd0, snd1, snd0,dec0, snd1,dec1

becomes:

snd0, snd0, snd1, snd1, snd0,dec0, snd1,dec1

and this gives us a pattern (schema):

snd∗
0, snd∗

1, snd0, snd∗
0, snd∗

1,dec∗0, snd1, snd∗
0, snd∗

1,dec∗0,dec∗1
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Execution patterns

one pattern

snd∗
0, snd∗

1, snd0, snd∗
0, snd∗

1,dec∗0, snd1, snd∗
0, snd∗

1,dec∗0,dec∗1

and another one:

snd∗
0, snd∗

1, snd1, snd∗
0, snd∗

1,dec∗1, snd0, snd∗
0, snd∗

1,dec∗0,dec∗1

how many are there?

can we construct them?

do they work for all parameters?
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The theoretical framework behind ByMC



Parameterized verification problem:

∀n, f . n − f copies of |= ϕ

Our approach:

(I) Counting processes,
(II) Acceleration,

(III) Bounded model checking, and
(IV) Schemas
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(I) Counting processes

Threshold guards (e.g., s0 + s1 + f ≥ n − t) do not use process ids

A transition by a single process:

{
κV1 = 4 ∧ κSENT = 1 ∧ s0 = 1

}

{
κV1 = 3 ∧ κSENT = 2 ∧ s0 = 2

}κV1-- ; κSENT++ ; s0++ ;

κV1--
κSENT++

s0++
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(II) Acceleration

The same transition by unboundedly many processes in one step:

. . .

κV1–=4
κSENT+=4

s0+=4

κV1--
κSENT++

s0++

κV1--
κSENT++

s0++

Acceleration factor can be any natural number δ
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(III) Bounded model checking with SMT

A transition by δi processes (in linear integer arithmetic):

T (σi , σi+1, δi) =


κi+1

V1 = κi
V1 − δi ∧

κi+1
SENT = κi

SENT + δi ∧

s0
i+1 = s0

i + δi


σi σi+1

Execution:

SMT formula:

σ0 σ1 σ2 σk−1 σk

. . .

T (σ0, σ1, δ0) ∧ T (σ1, σ2, δ1) ∧ · · · ∧ T (σk−1, σk , δk−1) ∧ Spec

how long should the executions be?
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Completeness of bounded model checking

What we want to do:

|= ϕ
iff

What we can do:

|= ϕ

Complete and efficient BMC for:

- reachability [K., Veith, Widder: CAV’15]

- safety and liveness [K., Lazić, Veith, Widder: POPL’17]

Igor Konnov 15 of 19



Mover analysis

Exploring all bounded executions is inefficient

s0 + f ≥ τ1 s1 +
f ≥ τ2 (1)

(2)

(3)

The argument contains:

- reordering: s0++; s1++; s0++ becomes s0++; s0++; s1++

- acceleration s0++; s0++; s1++ becomes s0 +=2; s1++
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(IV) Schemas — encoding representatives

Schema: {pre1} actions1 {post1} . . . {prek} actionsk {postk}

Example:
{} (V0 → SE0)δ1 {s0 + f ≥ τD0} (V1 → SE1)δ2 {. . . , s1 + f ≥ τD1}
(V0 → SE0)δ3 , (V1 → SE1)δ4 {. . . , φA} (SE0 → D0)δ5 , (SE1 → D1)δ6

{κ6
D0 6= 0 ∧ κ6

D1 6= 0}

SMT solver tries to find: parameters n, t , f ,
acceleration factors δ(1), . . . , δ(6),
counters κi

D0,κ
i
D1, . . .

(a) the schema does not violate the property (UNSAT), or
(b) there is a counterexample (SAT)
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Overview of the verification algorithm

Threshold automaton −→ schemas {S1, . . . ,Sk}

Z3 |= S1

Z3 |= S2

. . .

Z3 |= Sk

counterexample

sat

unsat?
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Time for questions!

Threshold automata to model asynchronous algorithms

Bounded model checking of counter systems

Completeness due to the bounds

(liveness and general safety in part 3)


