A cryptographic extension of attribute-based communication
and its implementation with a secure publish-subscribe
architecture
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Attribute-based communication is a novel communication paradigm in which participants select their
counterparts by using predicates over a set of attributes. This communication pattern forms the
basis of the calculus ABC, which enables the specification and programming of a wide range of
scenarios, from classical problems in distributed systems to IoT applications. However, in its original
formulation, AbC does not guarantee security properties, such as integrity and confidentiality. In this
paper, we propose that CRABC (Cryptographic Attribute-based Calculus), an extension of AbC that
integrates cryptographic primitives. Moreover, we propose a formal description of an attribute-based
publish-subscribe infrastructure used to implement an execution environment for CRABC.

1 Introduction

Attribute-based communication is a novel paradigm introduced in [[10] to model Collective Adaptive
Systems (CAS) [[12]. The key feature of this paradigm is the possibility of dynamic selection of commu-
nication groups while accounting for runtime properties and the status of interacting entities.

Unlike classic approaches, participants select their counterparts in a communication by using pred-
icates. To send a message v, one has to indicate the predicate 7 that must be satisfied by the possible
receivers. Symmetrically, receivers can filter incoming messages using predicates on the received data
and the sender’s properties. Since these predicates are also parametrised with local attributes and when
their values change, the interaction groups do implicitly change, allowing opportunistic interactions.

This paradigm was formalised in ABC [, 16]], a kernel calculus specifically thought to study the
impact of attribute-based communication in the realm of CAS [7]. In ABC, a system consists of a
multitude of components, each of which is equipped with a set of attributes describing their features,
which can change at runtime. Component interactions are driven by conditions over their states to enable
anonymity, adaptivity and open-endedness. ABC communication model follows broadcast in the style of
[19]; output action can take place even without the presence of any receivers while input action instead
waits to synchronise with available messages. The expressive power of ABC in terms of representing
different communication paradigms, such as point-to-point, group-based, channel-based and broadcast-
based models have been demonstrated in [2, |5]].

A number of frameworks and infrastructures have been proposed to support runtime-execution of
ABC systems. In [4} 3], the authors present a distributed coordination infrastructure for attribute-based
interaction, providing a middleware layer that realises predicate-based partner selection in a scalable
distributed setting. Another implementation is the one proposed in [15, [16], where a domain-specific
framework, named ABEL, is introduced, that enables the practical programming of attribute-based sys-
tems while preserving the abstractions of the underlying calculus.
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2 Implementing secure attribute-based communication with publish-subscribe

Attribute-based communication has been used in a wide range of scenarios, from classical problems
in distributed systems to IoT applications. In particular, [17] introduces AbU, a calculus that integrates
Event-Condition-Action rules with attribute-based interaction, providing a formal model for distributed
event-driven programming in IoT scenarios. In [18]], the formal verification of security and safety prop-
erties in distributed 10T ensembles is conducted by exploiting behavioural equivalences to reason about
information flows and unintended interactions. AbU has also been used in [9] to investigate transactional
coordination mechanisms for smart systems, showing how attribute-based interaction can be integrated
with publish/subscribe infrastructures to support distributed loT environments.

Unfortunately, in its original formulation, ABC does not guarantee security properties, such as in-
tegrity and confidentiality. To overcome these properties, in this paper, we propose CRABC (Crypto-
graphic Attribute-based Calculus), an extension of ABC that integrates cryptographic primitives. More-
over, a variant of the classical publish-subscribe paradigm [[L1] is proposed that integrates attribute-based
mechanisms together with a secure infrastructure that guarantees satisfaction of security properties. Fi-
nally, we show how the proposed framework can be used to implement an execution environment for
CRABC.

2 CRABC: A Cryptographic Extension of ABC

In this Section, an extension of the Attribute-based Calculus ABC is presented to overcome the limita-
tions outlined above. The proposed extension, named CRABC, integrates cryptographic primitives that
guarantee data confidentiality and integrity, as well as authentication and non-repudiation.

Types and Values. Differently from ABC, which is agnostic with respect to the specific data types
used in a specification, CRABC is a typed language. We let T be the set of data types that can be used in
the language. Elements T will be denoted by 7, sometimes with pedices or apeces. We do not specify the
exact content of T; we will only assume that it contains standard data types like integers and booleans
(denoted by int and bool) and type constructors like pair (_*_). Other data types will be introduced in
the paper to represent specific classes of values, such as cryptographic keys and identities.

We let VAL be the set of values that can be exchanged by communicating agents. Each v € VAL is
mapped to a type T € T. This mapping is defined in terms of the function typeof : VAL — T. In what
follows, for each 7 € T, we will use VAL to denote {v € VAL | typeof (v) = 7}. For each 7 € T, we let
1. € VAL, denote an unknown value of type t. For each value v and T = typeof(v), with an abuse of
notation, we will use L, in place of 1 ;.

Given an enumerable set X, o : X — T and 8 : X — VAL, we say that o and f are type coherent,
written > 3, if and only if for any x € X, typeof (B (x)) = o(x).

Attributes. We let A be a set of attributes. These are identifiers that refer to relevant properties/features
of components. An attribute environment is a function mapping attributes to values.

Keys and Cryptographic primitives. We let K C VAL denote the set of cryptographic keys x while
key € T denotes the data type keys. Given a value v € VAL and a key k € K, we let [: v:], € VAL
denote ciphertext obtained from the encryption of v with the key k. For each 7 € T, cipher 7 denotes the
data type of ciphertext containing values of type 7.

Given a k¥ € K and v € VAL, function enc(v, k) is used to build [: v :]. The symmetric operation
dec can be used to obtain a plaintext from e cyphertext given a key. If the key used to decrypt the
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e u= v Value T = aie Attribute test
x Variable | - Negation
a Attribute | m Am Conjunction
this.a | mVm Disjunction
ey bop ey  Binary Operator
uop ey Unary Operator where <€ {<, <, =,>,>}

enc(ey,ez2) Encryption
dec(ej,ez) Decryption

sign(e) Signature
whois(e)  Identity Checking
self Self reference

Figure 1: Syntax of Expressions and Predicates.

message matches the one used during the encryption, the secret value is revealed. If the decryption key
is incorrect, an unknown value is returned. Given ki, k> € K, we will use k; <> K to denote that K
matches with k; and function dec can be formally defined as follows:

v K| < K
dec([:v:]x, ko) = { 1, otherwise

The use of predicate k) <+ k» allows us to model the two main approaches to cryptography: symmet-
ric keys and public-private keys. When a symmetric encryption is used, <> corresponds to the identity
predicate. Indeed, in this case, to obtain the content of a ciphertext, the same key used during the encryp-
tion must be used. On the other hand, in asymmetric approach a pair of keys is used: the secret key k5,
known only to a single agent, and its public counterpart k”, such that % <+ k¥ and ¥ < «°. By using
the asymmetric approach, we have that [: v :].» can be received only by the ones that know k5, while
[: v:] s is the proof that v comes from someone knowing the secret key. The secret key can be known to
single participants, like in RSA [20], or to specific groups of agents.

D

Identities. One of the aspects that differentiates CRABC from ABC is the fact that each component
is associated with a unigue identity. We let [ C VAL denote the set of identities 1 having type id € T.
Every value 1 can be used to sign messages. We let {: v :}, denote the value v signed by 1. We also let
sign T € T to denote the signed values of type T € T. Given t € I and v € VAL we let attest(v,1) denote
the used to compute {: v :},. Conversely, function whois({: v :},) yields the identity 1 of the participant
that signed the value v.

Expressions. Syntax of expressions e is reported in Figure [I| Expressions are built from values v €
VAL, variables x € VAR and attributes a € A by using standard binary/unary operators. For the sake
of generality, we do not specify here the set of binary and unary operators, denoted in the syntax with
- bop - and uop -, respectively. We only assume that each operator bop (resp. uop ) is associated with a
function f oy : Tt X To — T (resp. fuop : Tt — T) mapping a pair of type T; * T, (resp. a value of type 7;)
with a value of type T. Expression can also contain cryptographic primitives that can be used to encrypt
or decrypt values, to sign a value with the identity of the component that evaluates the expression, and
to extract the identity of the component that signed a given value. Finally, the expression self is used to
refer to the identity of the component where the expression is evaluated.

Figure [2] contains the inference rules used to derive the type of an expression e. These derivations
depend on an attributes type environment Ay and on a variables type environment Ay. These are partial
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typeof(v) Ay(x)=7 Ap(@) =71 Ap(@) =71
Ap,AyFv:T Ap,AvFx:tT Ap Ay Fa:t Ap,Ay Fthisa: T

fbgp T xT) =T AA,Avl—el i T AA,Avl—EQITQ

Ap, Ay el boper:t

f,wp T =T Ap,Avber T Ap, Ay Fejp:t Ap,Ayhbep: key
Ap,AyFuope;:t Ap, Ay Fenc(ey,ep) : cipher T

Ap, Ay Fep:ciphert Ap, Ay F e key
Ap, Ay Fdec(er,er): T

Ap,AyFe:t Ap,AyFe:signt
Ap, Ay Fsign(e) :sign T Ap, Ay F whois(e) : id Ap, Ay Fself :id

Figure 2: Typing rules for Expressions.

Mr=v  [alr=T(@) [thisa]} =I(a)

[eilr=v lealr=x [eidr=[vie [er =«
[enc(er,e2)]F ="V« [dec(er,e2)]f = dec([: v ]k, k')
[es]r=vi_[ealr =2 [er]r =1

[[el bOp e2ﬂi“:.fbop(vlav2) Huopel]]ll“:fuop(vl)

[elr=v [elr ={:v:}v
[sign(e)]}={:v:} [whois(e)[F =1 [self][ =1

Figure 3: Expression evaluation function.

functions mapping attributes and variables to types, respectively. We say that an expression e is well-
formed in Ay and Ay if and only if there exists a type T such that Ay, Ay e : 7.

We say that an expression e is ground if and only if it does not contain any variable. Note that, if e is
ground, it can be typed only according to a type attribute environment Ay. A ground expression e can be
evaluated according to an attribute environment I" and an identity value 1. The former is a function that
maps attributes to values, whereas the latter is the identity function, in which the expression is evaluated.
The evaluation function [e]- is defined in Figure[3] The following lemma guarantees that if e is ground
and 7-typed under Ay, then [v] - results in a value of type T whenever Ay >T.

Lemma 1 For any ground expression e, attribute type environment Ag and environment I, such that
Aa>T, Ay b e Tifand only if [e] = v and typeof (v) = T.

Evaluation of an expression under an attribute environment I" and an identity t, yields a value v
obtained by replacing all the attributes in e with the corresponding values in I". When attribute-based
communication is used, an agent may send other participants expressions that are only partially evaluated.
We let the closure of e under I" and t, e |}, as defined in Figure E], where:
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vij=v

[eilr=v [edr=x

alt=a

this.a }=TI'(a)

et =vile [eadi=«

enc(er,er) U= [: vk

er dr= e

er Jr= ¢,

dec(er,e2) Jf=dec([: v ], k')

e1 dr= e

e1 bop e> .= apply(e| bop é})

[er =v

uop e1 lp= apply(uop €))

[l = {:v:)o

sign(e) Jf={:v:} whois(e) =1’ self =1

Figure 4: Closure of Expressions

Srop(vi,v2) e1=viNes =

apply(e; bop e;) = {

e1 bop er otherwise
V e =v
apply(uop e;) = {fm’p ) e g
uop e otherwise

The following lemma guarantees that, like for evaluation, the closure of an expression preserves its
type.
Lemma 2 For any ground expression e, attribute type environment Ay and environment I, such that

Ap>T, Apy e tifand onlyife =€ and Apt-€ : 7.

Processes.
as follows:

The syntax of CRABC processes is the same as the one defined for ABC and it is defined

P,Q == skip

| (e)@m;P

| #(x:7t)=P

| if (e) then Pelse O
|  when(e) P

| [E+«éP

| Plo

| N[

Process skip represents the process that does not perform any action, while (e) @7;P is a process
that sends the evaluation of e to all components satisfying predicate 7 after closure. A predicate, whose
syntax is defined in Figure |1} consists of a boolean formula on attributes. The input prefix w(x: ) = P
is used to receive a message of type 7T from a sender that satisfies the predicate 7. When the value of v is
received, process P[x < v|, namely the process where x is replaced by v, is activated. Input prefix acts as
a binder for the variable x. Given a process P, we say that a variable x is bound in P if and only if it occurs
under the scope of an input action on x. As usual, we say that P is closed if and only if all the variables
occurring in P are bound. Conditionals if (e) then P else Q behave as P or Q depending on the truth value
of guard while when(e) P is the process that behaves like P when condition e is satisfied. The update

prefix [d@ < é]; P is used to update the values of attributes & with the evaluation of expressions €, where
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Ap, Ay et Apy, Ay Fm:bool Ay, AyFP
AA,AV (o Skip AA,AV = (e)@n:;P

Ap,Ay[x < 1] F i bool Ap,Ay[x+ T]FP
Ap,AvyFr(x:t)=P

AA,AV e : bool AA,AV FP AA,AV + Q
Ap, Ay Fif (e) then Pelse Q
Ap,Ay Fe:bool Ax,AyFP
Ap, Ay when(e) P

Vi,Ap, Ay Fei:Ap(a;)) Ap,AyEP
AA,A\H— [al,...,akeel....,ek];P

Ap, Ay P Ay, Ay Q
Ap, Ay =P Q

N(Xl STy, Xt ‘L'k) éPEA Vi,Ap, Ay Fei: T
AA7AV F N[e],...,ek]

Figure 5: Process typing rules.

we use - to denote a non-empty sequence of terms. Process P | Q represents the parallel composition
of P and Q. Finally, a process call N[] is used to implement recursive behaviours. We assume a set of

~ A .. .
agent definitions A of the form N(x 7 t) = P associating each agent name N with a process P. For each

~ A . . .
N(x77) = P € A, any process call occurs under an action prefix operator in P. To check if a process
is using attributes and expressions with the correct type, inference rules in Figure [5] are introduced. We
say that a process is P well-formed if and only if Ay, Ay F P can be proved. Moreover, a set of process

definitions A is well-formed, written A - A, if and only if for each N(x 7 7) Spe A, P is well-formed.

Components, Configurations and System Specifications. Like in ABC, a CRABC system consists
of a set of components that interact with each other. However, while in ABC a component is a process
running under an attribute environment, in CRABC each component is equipped also with a unique
identifier 1 and has the form [['>P],. A configuration is then obtained as the parallel composition of
components. Formally, the syntax for components is defined as follows:

C:=['>P], |Ci||C

A system specification consists of a configuration that is evaluated under: an attribute type environ-
ment Ap containing the declarations of all the attributes used by the components; a process definition
A.A system specification S has form:

Ap,A >C

Finally, we say that a system specification S = Ap,A >C is well-formed, if and only if A is well-
formed (Ap F A) and the configuration C is well-formed according to A, and A:

Va,typeof(I'(a)) = Aa(a) Ap,0FP Ay, ADCy Ap,A>Cy
AA,AD[FDPL AA,ADC1HC2
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2.1 Operational semantics

The operational semantics of CRABC follows the two-level structure already adopted for ABC, separat-
ing the evolution of processes inside a component from the evolution of whole system configurations.

Process-level At the first level, we define a transition relation describing how a process evolves when
executed within a component. Transitions are written as

l
P— P,
I

meaning that process P, running inside the component identified by 1 and with attribute environment I,
performs an action ¢ and evolves to P’. Component-level transitions are labelled to record the interaction
between a process and its execution context. The set of process-level labels is defined as follows.

Ca=Toa(v) | Tor®) | [« .

Labels are used to denote communication and local evolution. An output action I'> 7r(v) represents the
sending of a value v under predicate 7. An input action I'> 7w(v) denotes the reception of a value when
the predicate 7 is satisfied. Finally, an update action [a < ] captures a local modification of the attribute
environment.

An auxiliary relation is needed to model the fact that a process is not able to receive a message. This
is rendered in terms of a relation of the form:

o>m(v)
P+——
1:1"1
indicating that P, running at component t with attribute environment I'j, is not able to receive value v
sent to the components satisfying 7 by a component with attribute environment I';. Both the transition
relations — and <— are defined by the rules in Figure and

The inactive process skip does not perform any action and can only discard incoming messages
(NIL-SKIP).

The term(e) @ ;P performs an output action and continues as P (SEND). As in ABC, the output
is non-blocking and does not require the presence of receivers. Since an output prefix does not en-
able reception, any attempted input is discarded and propagated to the continuation (SEND-SKIP). The
term 7(X) = P performs an input action when the sender and receiver predicates are mutually satisfied
(RECV). In this case, the process evolves to P[¥ < 7]. Otherwise, the message is discarded (RECV-SKIP).
This dual compatibility check characterises the attribute-based nature of communication.

A conditional if (e) then P else Q behaves as the selected branch, propagating its actions accord-
ingly(IF-T, IF-F). Discarding follows the active branch (IFT-SK1P, IFF-SK1P). The awareness construct
when(e) P behaves as P when the guard holds (WHEN). When the guard is false, it stutters and discards
incoming messages (WHEN-SKIP-F); when the guard is true, discarding is inherited from P (WHEN-
SKIP-T).

Parallel composition P | Q lifts actions from either component (PAR-L, PAR-R). A message is dis-
carded only when both components discard it (PAR-SKIP).

A process of the form [@ < ¢]; P performs a local update action and continues as P (UPDATE). If an
incoming message cannot be received, it is discarded (UPDATE-SKIP).

The term N[¢] unfolds according to its defining equation in A and inherits the transition behaviour
of the instantiated body (REC). If the unfolded body discards an incoming message, the process call
discards it as well (REC-SKIP).
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Doem(v)
L= L= g vl
_ [elr=v mir=x= SENp ———— SEND-SKIP
oer(v oo r
skip ﬂ NIL-SKIP (e)@m;P M P (e)@m;P ()
I I I
[el;- = true PLI_>P’ [e]- = false QLF>Q’
L L.
7 IF-T 7 IF-F
if (¢) then P else Q —l_> P if () then P else Q —1_> o
1. L.
]t = true e]t- = false
lelr IFT-SKIP lelr IFF-SKIP
. ooz (v) . oo (v)
if (e) then P else Q — if (¢) then P else O e
I (2
lelf =true P Lf) P
1.
7 WHEN
when(e) P — P/
|BY
Do (v
lelf =true P PN .
Ry [e] = false
—— WHEN-SKIP-T —————— WHEN-SKIP-F
Doem(v) Do (v)
when(e) P A— when(e) P AE—
:Iy :ly

Figure 6: Process-level operational semantics (Part 1)
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Figure 7: Process-level operational semantics (Part 2)
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Figure 8: Operational semantics of configurations

Lemma 3 For each closed process P and Q and attribute type environment Ay, attribute environments
I" such that Ap>T, if Ap,0 - P and P Llj O then Ay ,0F Q.
L

Components-level At the configuration level, we describe the observable evolution of systems. Con-
figuration transitions are written as

cx

Internal phenomena such as local updates or discarded messages are labelled as 7-transitions and defined
as follows:

oz=1|I>aW) | Tex(v).
Lemma 4 For each configuration Cy and Cy and attribute type environment Ay and process definitions
A, if Ap,AF Ci and C) = C, then Ay, A+ Cs.

3 Secure Publish/Subscribe

In this section a publish/subscribe (pub/sub) architecture, named SECPUBSUB, that guarantees secure
interactions between the involved participants is presented. The pub/sub paradigm is a communication
paradigm in which producers of data (publishers) send messages to a shared communication channel
without specifying the recipients. These messages are collected by subscribers that filter only the piece
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of information they are interested in. Filtering of messages can be either topic-based or content-based.
In the first case, messages are equipped with a fopic at the time of publication. Subscribers register for a
set of topics of the message they want to receive. In the content-based approach, subscribers indicate the
properties about the content of the messages they are interested in, or their structure. Interaction between
publishers and subscribers can be mediated by a broker that receives and distributes messages based on
topics or content filters.

Unlike the standard pub/sub paradigm, in SECPUBSUB messages are filtered not only by predicates
on their content, but also by the attributes of the publisher. Moreover, the latter can select the class of
subscribers that can receive the message by using predicates on their attributes. Indeed, in SECPUBSUB
an attribute-based pub/sub paradigm is adopted: all participants are equipped with a set of attributes used
to control interactions.

The architecture of SECPUBSUB consists of: a Certification Authority, a Broker, and a set of Agents.
To guarantee integrity, authentication, and non-repudiation, these components interact using a protocol
in which messages are encrypted using asymmetric cryptography.

Certification Authority. In SECPUBSUB the Certification Authority, denoted by CA, has the responsi-
bility of controlling the identities of the agents and regulating the access to predicates. We let Kg A be the
public key associated with the certification authority CA. The usage of this key guarantees that only the
CA can extract info from the exchanged messages. Moreover, CA also plays the role of identity provider
for the agents that interact in the system. For each identity 1, CA is able to retrieve the public key k7. We
let Reg be the function that, given an identity t, returns its public key k” if this exists, and L otherwise.

For simplicity, in this paper, we do not consider all aspects of key distribution and identity registration
that can be managed either at system configuration time or via standard protocols [14]].

Finally, CA provides the machinery to implement access control on attributes. In other words, CA
controls the usage of attributes, their visibility and update. This approach guarantees that an external
observer cannot determine either the names of the attributes used or their values. Moreover, CA integrates
the access control policies IT described in the previous section.

For the sake of simplicity, we model CA as an object exposing three methods: subscribe, publish and
set. Method subscribe is used to validate the subscription of an agent located at 1:

: : R =kl oK
CA.subscribe ({ [T,7:] e 1 Z}Ks> = { el Bl) =k o5
A ' L otherwise

The parameter of method subscribe is a message signed with the secret key of 1 and containing the type
T of subscribed messages and the predicate 7 that the publisher must satisfy. This message is encrypted
with the public key of CA. If the message is well-formed, i.e. the key used to sign the message belongs
to 1 (Reg is the registry used by CA to store public keys of identities), the method returns the pair 7,7
encoded with the public key of CA. We will see later that the broker will store this pair for message
delivery.

The CA is also responsible for checking if a message can be delivered or not to a specific agent. This
is done by the method publish defined below:

CA.publish ({: [[v,m :}Ka,ll :}Klsl,l“l],[: T,m) 3]K5A7127Flz> =

[2 v :]KIZ I ): m AT, ): MAT= typeof(v)
Reg(u) =« < &}

1 otherwise
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Method publish is used to check if a given message v sent from t; with attributes I'; should be delivered
at 1, with store I';. In this case, CA checks that the message is of the expected type, and that the store of
the two participants satisfies the requested predicates.

We can observe that the broker stores the attributes encrypted. This guarantees that an external
observer cannot access the attribute values. For this reason, CA has also the responsibility to manage
how attributes are stored in the broker. This is done by the method set defined below:

.x. L5 _ P s
CA st ({: 55 ¢}K§> _ { a7 Regll) =K <1

A 1 otherwise

When this method is invoked, if the component’s identity is verified, the certification authority will
provide the broker with ciphertexts containing the encrypted versions of the attributes and their values,
which the broker will store.

Broker The broker, denoted by B, is the entity that mediates all interactions between publishers and
subscribers: it receives publications, stores subscriptions, evaluates predicates, and delivers notifications.
We can model it as the triple:

B=[X,H,D]

where X : I — Cypher(A) — Cypher(VAL) is the global attribute environment that associates each iden-

tifiers to a function mapping ciphertexts containing attributes to ciphertexts containing values, H is the set

of registered handlers (subscriptions), and D is the dispatcher that holds the queues of outgoing messages.
A broker can receive the following messages:

set({:[: 3,V :]KCPA,I Hes) pub({: v, :]KgA,l )
sub({: [ t,7 :]KgA,l heso h) subsx({: [ 7,7 :]KgA,l thissh)

Message set([: 3 :]KEA, Y :]KCPA) is sent by 1 to communicate that attributes & are set to the values
V. To guarantee both authentication and secrecy of the attribute values, this message is signed with t’s
public key and encrypted with CA’s public key.

A publication message pub({: [: v, :]KgA, 1:},s) consists of a value v, a predicate 7, and a publisher
identity 1. As we have already seen, this message is signed with the publisher’s private key and encrypted
with CA’s public key. A subscription request sub({: [: 7,7 :]Ké’A’l t} s, h) is used to communicate the
interest in future publications matching the predicate = and compatible with the expected type 7. In
the message, the handler h is the address of the callback endpoint where the received message will be
delivered. Message subx({: [: 7,7 :]KEA’ L:} s, h) is similar to the previous one; however, in this case the
subscription is persistent and multiple messages can be received.

We are now ready to show how the broker reacts when these messages are received. The following
two rules describe how a broker evolves when subscribing messages are received:

CA.subscribe ({ [[T,m :]KgA,l :}Kf) =l :]KgA

sub({:[:r,n:]K,CnA J:}Kig,h)

CA>[X,H,D] CA>[Z, (1,h,]: r,Jr:]KgA)::H,D]

CA.subscribe ({ [T,m :]KgA,l :}Kls> =[]

P
Kea

Sah)

subx({:[:7,m:] p .l:}Kl

CA®> I, H,D] A

CA> (I, (1,*h,[: T, :]KgA) ::H,D]
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let dispatch(CA, 2, T, {: [ v, m :]KgA,ll s H) =
1
match H with

| [I=[}1]

| (12,%h,[: T,m :}KgA) tH =
let H', D’ = dispatch(CA,Z, T, {: [ v, T ottt s HI)
Bl
in
match

CA.publish ({: [: v, :]KgA-,u :}Kf; Juy.[T,m ﬂngJz,Z(lg))
with
| Evilee = (@osh, 7 m i, ) o HY, (i1 [ v i) o2 D
| Lo (oo o g, ) 5 W O
| (2,0 [ 7 m ], ) i HE =
let H',D’ = dispatch(CA, X, T, {: [ v,m ;]K&_‘ll :}Kf] HY)
in
match

CA.publish ({ [vm :]KgA,ll :}Kiy] Ju,t,m :]KgA,lz,Z(lz)>
with
vl = H L (i) =D
| L= (h[tme ) H D
end

Figure 9: Function dispatch.

When a subscription request is received, the broker stores the corresponding handler in H, maintain-
ing the associated callback address and predicate, and distinguishing between persistent and one-shot
entries']

Symmetrically, when a publication message is received, the broker checks with certification authority
all the subscriptions that it:

dispatch(CA,Z,X(11), {: [ v, tJyep, Ui thys . H) = H' D'
1

pub({:[:v,?‘c:]KgA,l:}Kls)
CAB[Z,H', D]

CA>[Z,H,[]]

This rule, which relies on the function dispatch defined in Figure[9] can be applied only when there are
no pending messages that should be deliberated at subscribers. The dispatch function is used to iterate
over all the active subscriptions to find the ones interested in the published message. When one is found,
the corresponding message is added to the dispatching queue. All the matching subscriptions that are not
persistent are removed from the list H.

When a set message set({: [: 3,V ‘] XL :}s) is received, the broker evolve by updating the attributes
environment associated to identifier t:

CA.set ([ a7t} :]K(IZ)A> =[3a :]KgA, [V :]KgA Y(1)=T

set({:[:3,%:] p ’l:}KzS)

CA®>[Z,H,D] o CAB[E[t - T([:3:]r,  [: 73], 1], H, D]

'Here we use the standard list notation: [] indicates the empty list, while v :: Ist denotes the list starting with / and having
Ist as tail.
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AA,AvFaCt AA,A\/FA Ap, Ay vt AA,AVFn:bool
Ap, Ay Fact; A Ap, Ay F pub(v, )

Ap, Ay F 7 : bool AA,Av[x<— T} FQ Ap, Ay F 7 : bool AA,Av[x<— T} FQ
AA,AvFSub(T, ﬂ,/lx. Q) AA,AvFSub(T, ﬂ,/lx. Q)

Figure 10: Typing rules for pub-sub processes.

Finally, the following last rule states that when the D is not empty, a broker sends messages to the
handler:

h@l([ZVZ]K{’)
CA>[Z,H, (12,h,[: v:]r) : D] ————2% CAp[Z,H,D]

2

In what follows, we let u denote either the messages that can be received by a broker and the mes-
sages sent by the broker.

Components and Processes. Publishers and subscribers are running over components of the form
[['>A], where 1 is an identity, I" is an attribute store and A is a process generated by the following

syntax:
A = skip ‘ act; A ’ if exp then A else Q ‘ h(x).A | xh(x).A
‘ when(exp)A ‘ M]e] ‘ AlA
act = pub(v,m) ) sub(7,m,Ax.Q) ) sub*(7,m,Ax.Q) ‘ set[d < ¢

The syntax of pub/sub processes is similar to the one already introduced in Section[2] However, while
a CRABC process performs high-level attribute-based input-output operations, a process A executes pub-
sub actions that allow to publish a message (pub(v, 7)), subscribe for a single value (sub (7,7, Ax.Q)) or
persistently (sub*(7,7,Ax.Q)), and to set attribute values (set[a < v]). Moreover, i(x).A and xh(x).A are
used to represent a handler waiting for a published value. These constructs cannot be used in a process
specification and are generated by the operational semantics that we will introduce in a while. We let V

denote the set of process definitions of form N(x : T) 2 A. Typing rules of Figure |5|can be extended to
manage pub-sub processes by considering the rules of Figure

The operational semantics of components is reported in Figure [[T]and follows a standard schema in
process algebras. When a process executes an action, the corresponding message is generated. Rules for
if-then-else, when and call constructs are omitted since them are the same as the corresponding ones of

Figure

System level operational semantics. From a global perspective, a publish-subscribe system consists
of a certification authority and a broker that coordinates k different components. This can be described
by a term of the form:

CABBE Mo A, |- || Tk>Al

U

The operational semantics of this term is defined in terms of the following single reduction rule:
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pub({:[:v.ﬂl}{-:]x&,lz}ng)

[C'>pub(v,);A], C>A], PuB

sub({:[:r,m}}:],cgA hesoh)

Cesub(t,m,Ax.Q) ; A], C>A|h(x).Q], SuB

SUb*({:[:T’”%:]’{A ,l:}Kiy,h)

[Cesubx(t)mAx.Q ;5 A, C>A | *h(x).Q], SuB*
[} =7
set({:[:4,%:] p ,L:}Kls) SET
[[>set[d < &]; A], A [[[a < #]>A],
h@i(v)
C>h(x).Al, == [>A[x ]|, Rcv
h@i(v)
[[>xh(x).Al, == [[>xh(x).A| Alx <]}, Rcv*
[Ci>A], £ [DpAs), bn(u) A [1>Af], £ [Mae Ay, bn(w) ¢A
m PARL m PARR
[F]DA] |A]l:>[F21>A2|A]l [F1[>A|A1]l:>[F2DA|A2]l

Figure 11: Operational Semantics of Publish-Subscribe Components.

CA>BE CAGB' [[ivA), % [TA),
CAGBE - |[[Lip Al || = CABF - | [[>A], | -

4 Implementing CRABC with Secure Publish-Subscribe

In this section, we will show how CRABC can be implemented via Secure Publish-Subscribe. First, we
introduce a translation function that maps CRABC processes. Function .7 [P] is inductively defined as
follows:

T [skip] = skip T [{e)@m;P] = pub(v,7) A; T[P]
Tn(x:1) = P] =sub(t,m,Ax. Z[P]) ;skip
T[if (e) then P else Q] = if e then T [P] else .7 [Q]
TPlol=71Pl | 71e]  Tlla«é;P] =setfa < v]; T[P]
T [when(e) P] = when(e) 7 [P]
Given a set of A of CRABC process definitions, we let V5 be the translated publish-subscribe pro-
cesses N(x: 7) 2 T [P] forany N(x: 1) Spea

The following lemma guarantees that if P is a well-typed CRABC process, then its translation is a
well-typed publish-subscribe process.

Lemma 5 Forany Ay and Ay, and for any CRABC process P, Ay, Ay t P ifand only if Ay, Ay + T [P].
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Given a CRABC component [['> PJ, its publish-subscribe version is obtained by considering [I'>.7 [P]],.
Given a system specification

Ap, Av[CyoP - || [Ta> B,

its implementation in secure publish-subscribe is defined as:
CA>Z7, [ F Do TR, |- | [T TR,

where for each 1; and attributes a, £ (1)([: a :]KEA) =[:Ti(a) :]KgA.

It is easy to see that any computation in the CRABC configuration can be mimicked by the corre-
sponding publish-subscribe implementation. Moreover, any computation in the publish-subscribe imple-
mentation will always reach a point that corresponds to a computation in the CRABC specification.

5 Conclusions

In this paper, we have introduced CRABC (Cryptographic Attribute-based Calculus), an extension of
ABC that integrates cryptographic primitives. We have seen how the proposed variant integrates cryp-
tographic primitives that guarantee data confidentiality and integrity, as well as authentication and non-
repudiation.

We have also presented a variant of the classical publish-subscribe paradigm [11] that integrates
attribute-based mechanisms together with a secure infrastructure. Finally, we have seen how the proposed
framework can be used to implement an execution environment for CRABC.

The proposed approach is somehow related to Attribute-Based Encryption (ABE) [8| [13]]. This is a
cryptographic primitive in which decryption capabilities are determined by attributes and access policies,
rather than by explicit identities. In particular, Ciphertext-Policy ABE (CP-ABE) [21] allows a sender to
encrypt data under a policy such that only users whose attributes satisfy the policy can decrypt it. While
ABE shares conceptual similarities with attribute-based communication, it operates purely at the cryp-
tographic level and does not provide a process-calculus or coordination semantics. Our approach differs
in that attributes govern communication partners and interaction structure within a formal calculus, and
cryptographic primitives are integrated to protect exchanged data. In this sense, CRABC complements
ABE: whereas ABE enforces access control at decryption time, our model embeds attribute-based selec-
tion into both behavioural semantics and secure middleware execution. Exploring a tighter integration
between CRABC and ABE-based enforcement mechanisms represents an interesting direction for future
work.

As future work, we also plan to use the proposed framework to provide a formal foundation for
performing analyses of trustworthiness and threat models. Moreover, we plan to implement the proposed
framework and use it in different application scenarios like, for instance, IoT.
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