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1949: Turing's question

Sriday, 24Lth June, .

Checking a large routine. by Dr, A, Turing.

How can one check a routine in the sense of making sure that it is right?

In order that the man wio checks may not have too difficult a task the
programaer should muke a number of definite assertions which can be checked

individually, and from which the corroctness of the whole programae easily
followu.

Conaider tho analogy of checking an addition. If it is given as:

1374
5906
6719
L337
7768

26104

one must check the whale at one aitting, because of the carrics,

But 1r the totals for the various ocolumns are given, as below:
137
5906
6719
L337
7768

3974
2213

26104

the chscker's work is much ocasier being split up into the checking of the
various assertions 3 + 9+ 7 + 3 + 7 = 29 oto, and the small addition

379,
2213

26104,

This principle can be applied to the process of checking a large routine
but we will illustrate the method by means of & small routine viz. one to
obtein’ n without tho use or a multiplier, multiplication being carried cut
by rupeated addition,

At & typical moment of the process we have recorded r end = r for . scme
r, s. We can change s r to (s+1) =r, by addition of r, Whon 8 = ret
w3 can change r to r+! by a trnnaror. Unfortunately there is no coding -
systew sufiiclently goenerally known to Justify giving the routine for this
process in full, but the flow dlagram given in Fig.1 will be sutficient
for illustration,

Each 'box of the flow diagram reprosents a straight sequence of
instructions without changes of control, The following convention is used;

(1) & dashed lotter indicates ths value at the end of the proccss
roprosented by the bax:

(11) an undashed letter reprosents the initial value of a quantity,

One cannot equate mimilar lettors appearing in dirferent boxes, but 1t
i3 intended that the following identificationa bo valid throughout

67.
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“"How can one check a routine In the
sense of making sure that it is right?”
Alan Turing (1949
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s'"=s+1

r'=r+1

Figure 1 (Redrawn from Turing’s original)

STORAGE A © | 0 | ® ® ©
LOCATION P M= =y | k=0 k=3 k=1 k=2
278 S 1l S
28 r r r r r r
29 N n n n n n n n
30 11 Lr Lr s|r (s +1)|r (s +1)lir
31V " n Ir s Lr
T0 ® T0 ©| 10 © T0 @| 10 ® T0 B
WITHr =1 IFr=n WITHr ' =r + 1
u'=1 TO(D IFs=>r
IFr<n 10 (B
WITHs =s + 1
IFs<r

Figure 2 (Redrawn from Turing’s original)

Checking factorial

mhed letter indicates

the value at the end of the

process represented by
the box

e an undashed letter
represents the initial value
of a quantity

» TEST Is test for zero

| denotes factorial
o attheend (D)v = n!



1969: Program correctness

Formalism for the specification and verification of program behavior,
based on pre and post conditions

x>0} r x>0}

a very large and

f the pre holds initially complicated program then the post holds
upon termination

An Axiomatic Basis for
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In this paper an attempt is made to explore the logical founda-
tions of computer programming by use of techniques which
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find the quotient g and the remainder r

Hoare's example

obtained on dividing x by y

TABLE III
Line
number Formal proof Justification
1 true Dz =2+ yXO0 Lemma 1
2 z=24+yYyX0fri=zlz=r+yXO0 DO
3 r=7r+yX0{g:=0Qz=r+yXg DO
4 true {r ;== zjz=r-4+y X0 D1 (1, 2)
5 true {r:=2; ¢:=0lz=r+4yXq D2 (4, 3)
6 z=r+yYyXgANy<rdDz =
(r—y) + v X (14-9) Lemma 2
7 z= (r—y)+y X A4+g){r := r—ylz =
r+y X 1+9) DO
8 z=r+4+yX A+9{q := 14gjz =
r4+yXgqg D0
9 z=(—y)+yX QA+g)fr := r—y;
q:=1+glx=r+yXgqg D2 (7, 8)
10 r=r+yXgANy<rir:=r—y;
g :=1l+qglz=r+yXyq D1 (6, 9)
11 z =14+ y X q {while y<r do
(r:=r—y; q:=149q)}
Yy <rAz=r+yXgq D3 (10)
12 true {((r := z; ¢q :=0); whiley < r do
(ri=r—y; g:=14+)} "y < r Az =
r+y X g D2 (5, 11)
NotEs

1. The left hand column is used to number the lines, and the
right hand column to justify each line, by appealing to an axiom,
a lemma or a rule of inference applied to one or two previous
lines, indicated in brackets. Neither of these columns is part
of the formal proof. For example, line 2 is an instance of the
axiom of assignment (1D0); line 12 is obtained from lines 5 and 11

by application of the rule of composition (D2).

2. Lemma 1 may be proved from axioms A7 and AS.
3. Lemma 2 follows directly from the theorem proved in Sec. 2.
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Correctness workflow, ideally

Scalability issues in a
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2020: Program Incorrectness

Incorrectness Logic

PETER W. O’'HEARN, Facebook and University College Londo

Program correctness and incorrectness are two sides of the same ¢
like to have correctness, you might find yourself spending most of|
This includes informal reasoning that people do while looking at or
supported by automated testing and static analysis tools. This pa
incorrectness which is, in a sense, the other side of the coin to Hoa
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Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would

C Omput er P ro gr an like to have correctness, you might find yourself spending most of your time reasoning about incorrectness.
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tions ¢
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This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.

CCS Concepts: « Theory of computation — Programming logic.

Axiomatic Approach to Total Correctness of Programs

Zohar Manna and Amir Pnueh

Received June 20, 1973

Summary. We present here an axiomatic approach which enables one to prove
by formal methods that his program is ‘“‘totally correct” (i.e., it terminates and is
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b C awp|p](c) 4=> b C awlp[pl(c) <> dwp[p](c) Cb < dwlp[p](c) Cb

)
b C dwp[p(c) == b Cdwlp[p](c) <> awp[p](c) b <= awlp[p](c) Cb

aslp[p](b) C ¢ <=> asp [p]|(b) Sc <> ¢ Cdslp[p](b) <=> ¢ C dsp [p](b)

| R RR—_ Lo Jl

dslp[p](b) C ¢ <=> dsp [p[(b) S c <> ¢ Caslp[p](b) <=\, ¢ C asp [p](b)

Definition 3.1 (Weakest Precondition Transformers [Dijkstra 1976]). Given a program p and a Definition 3.2 (Weakest Liberal Precondition Transformers [Dijkstra 1976]). Given a program p
postcondition c, the angelic weakest precondition is defined as . . and a postcondition c, the demonic weakest liberal precondition is defined as
POPL25] Verscht and Kaminski
awp[plc) = Ao \/ c(n). [ ] dwip[p](c) = Ao. N\ ().
relel@ Angelic vs Demonic el
The demonic weakest precondition is defined as ] ] ] The angelic weakest liberal precondition is defined as
e, £ p can diverge on o Liberal vs Terminating e, £ p can diverge on o
= . I - A . .
wplp)(@) = Ao} A (), otherwise. Strongest post vs Weakest pre WPl =493 \/ (), otherwise.
e[p] (o) < re[p] (o) <
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@ ' (Post)
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Hoare incorrectness logic

@ ©
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- /
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[Cousot et al. 2013]
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Possible accessibility or

nontermination logic

post(2,S) o ag

post[s]

post(S,2) © ag

post[s].

post(S,2) o ag

(application 2) i i
Post = a (Post)
(6) COUSOt Pre = a (Pre)
Abstract Interpretation Ifr e p(X x V) then ®
- (p(2x %), £) =D
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Using this Galois connection (33), we define the dual complement transformers @
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Malin objective

* A novel standard notation for holistic reasoning

too many logics,
too few brackets!

« Encompass all existing taxonomies
 Exploit similarities to build a unique proof system
 Combine multiple analyses to improve precision

 Define a reference, extensible template

 Envisioning a new generation of code summaries

12



The iIdea In a nutshell

Encode approximation by standard braces

Over-approximation Under-approximation Exact-approximation éUnknown-approximation

..............................................................................................................................................................................................................................................................................................................................................................................................................................................

Notation is
iImportant!
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different properties
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or total correctness?
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s.t. 0 is reachable from o via r

{x > 0} r (x>0} y:=1/x



Incorrectness logic (IL, aka FUA, RHL)

L if o F O,
1P| r 0] e there is some state 6 F P
s.t. 0 is reachable from o via r

'V

O] r [0<x<2; y:=1/x

a very large and

| X

any state in the post
Is reachable

complicated program




Incorrectness logic (IL, aka FUA, RHL)

2 T

'V

O] r [0<x<2; y:=1/x

a very large and

| X

any state in the post
Is reachable

complicated program




Incorrectness logic (IL, aka FUA, RHL)

2 T

[x > 0]

a very large and :
any state in the post

IS reachable

complicated program




Incorrectness logic (IL, aka FUA, RHL)

'V

O] r [0<x<2]; y:=1/x

a very large and

| X

any state in the post
Is reachable

complicated program




Incorrectness logic (IL, aka FUA, RHL)
%

'V

O] r [0<x<2]; y:=1/x

a very large and

| X

any state in the post
Is reachable

complicated program




Incorrectness logic (IL, aka FUA, RHL)
%

'V

0] r 0<x<2], y:=1/x

a very large and

| X

any state in the post
Is reachable

complicated program




Incorrectness logic (IL, aka FUA, RHL)
%

yeS! {P;}cc{Q;O/ (920
for which input?

x>0] r [0<x<2]; y:=1/x

a very large and

any state in the post
Is reachable

complicated program




Incorrectness logic (IL, aka FUA, RHL)

% can x be 0?
yeS! {Péc{Q; (920)
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Valid triples for different views!

(x>0} r {x>0}
Ix>0] r [0<x<2]
Ix>0] r [0<x<?2]
x>0y r (0<x<2)
(x>0 r (x=0)



An observation

HL if o E P and
{P} r{0Q} o 0 is reachable from o via r,

theno F Q
with the same braces if their

roles are pretty different? :
if o F Q,

why are pre and post surrounded

|P] r 0] there is some state 6 F P
s.t. 0 is reachable from ¢ via r
if o E P,
(P) r Q) there is some state 6 F O

s.t. 0 is reachable from o via r
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An observation

HL if o E P and
{P} r{0Q} o 0 is reachable from o via r,

theno F Q
with the same braces if their

roles are pretty different? :
if o F O,

why are pre and post surrounded

1P| r QO] there is some state 6 F P
- s.t. 0 is reachable from o via r
don't know for sure {pic{o}ofg\i (e3¢
if o F P,
(P) r Q) there is some state 6 F O

s.t. 0 is reachable from o via r

24



Background



Collecting semantics

RegDriu=c|ryr|r4+r,|r*

[r]l : 2 — go(X)



Collecti
cting semantics

o o
m
u



Collecti
cting semantic
S

Rega = C -+
[[r]]: ‘r1;r2 ‘ r1 r * /"
’@( ) z‘r
0 /\
D ¥ ) ® ® ~7
&'.




Collecting semantics

RegDriu=c|ryr|r4+r,|r* e
oo ~®
[r]] : £ = g(X) 60’\‘0\_}0“ . o

[r]l : () — g(X)

P

asp(P,r) = [[r]P = O
notation: [POPL25] Verscht and Kaminski 26



Backward semantics

RegDri=c|rrp|rp+ry|r® e
el N
DI > e~ Ao ® o ©
[Lr]] go(2) ~ e,
[r] : go(T) - () [T1: ) > g(=)

P

asp(P,r) = [[r]lP = Q
notation: [POPL25] Verscht and KaminskKi 27



Backward semantics

RegDriu=c|ryr|r4+r,|r* e
> ®
[r]] : £ = g(X) 0’/\‘\1‘“ .\;j o
[r] : () — () [T1: go(T) - g(2)
P o‘/o:(:::“/‘
.v./.:(::?/"
,19}‘
asp(P,r) = [[rllP = Q awp(Q,r) =P

notation: [POPL25] Verscht and KaminskKi 27 notation: [POPL25] Verscht and Kaminski



Background: program logics

[OOPSLA25] Ascari, Bruni, Gori, Logozzo
Over vs Under
Forward vs Ba}ckward

Forward Backward

Hoare Logic (HL)
Over P} r{Q} < [r]PCQ |
Q error-free = no errors are possible
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Background: program logics

[OOPSLA25] Ascari, Bruni, Gori, Logozzo
Over vs Under
Forward vs Ba}ckward

Forward Backward
Hoare Logic (HL) [VMCAI13] Necessary Conditions (NC)
Over (P)r{Q) < [rIPCQ (P)r(Q < [TIQCP
_____________________________________________________________________ Q error-free => no errors are possible Qs unreachable from states outside P
[IPOPL20] Incorrectness Logic (IL)
Under [PIr[Ql <= QCIrIP
Every (error) state in Q is reachable

from some P

If our input is not in P,
then we cannot reach Q




Background: program logics

[OOPSLA25] Ascari, Bruni, Gori, Logozzo
Over vs Under
Forward vs Ba}ckward

Forward Backward
Hoare Logic (HL) [VMCAI13] Necessary Conditions (NC)
? «—
Over (P)r{Q} < [r]PCQ P)r(Q) < [r]IQCP
Q error-free = no errors are possible Q is unreachable from states outside P

..................................................................................................................................................................................................................................................................................................................................................................................................................................

Incorrectness Logic (IL)
Under PIr[Ql <= QCIrlP

P

30

If our input is not in P,
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Background: program logics

Ascari, Bruni, Gori, Logozzo
Over vs Under
Forward vs Be}ckward

Forward Backward
Hoare Logic (HL) [VMCAI13] Necessary Conditions (NC)
Over (P}r{Q} < [rIPCQ P)r(Q < [rIQCP
_____________________________________________________________________ Q error-free = no errors are possible Qs unreachable from states outside P
[POPL20] Incorrectness Logic (IL)  [OOPSLA25] Sufficient Incorrectness Logic (SIL)
Under [P1r[Q] < QC[r]P (P)r(Q) < PC [[(r_]]Q
Every (error) state in Q is reachable From every state in P some (error) state
from some P in Q is reachable

Any state In P can
reach some state in Q
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Background: program logics

[OOPSLA25] Ascari, Bruni, Gori, Logozzo
Over vs Under
Forward vs Ba}ckward

Forward Backward
Hoare Logic (HL) Necessary C()Enditions (NC)
Over (P}r{Q} < [rIPCQ | P)r(Q < [r]QcP

..................................................................................................................................................................................................................................................................................................................................................................................................................................

Incorrectness Logic (IL) = [OOPSLA25] Sufficient Incorrectness Logic (SIL)
Under [PIr[Ql < Qc(rIP (P)r(Q) < PCI[TrIQ

From every state in P some (error) state
in Q is reachable

Any state In P can
reach some state in Q

31



A sample program: shuffle

shuffle = a := copy(b);

swap(al0], a|lnondet(0,a.1len — 1)])
swap(all], a|lnondet(0,a.1len — 1)])
swap(al2], al[nondet(0,a.len —1)])




A sample program: shuffle

shuffle £ a := copy(b);

Syr— T K% .len— 1]

.len—1)])

Roberta GORI
Flavio ASCARI University Pisa
orenzo GAZZELLA | A EIEG6 v Italy

Roberto BRUNI University Pisa Germany

Italy

University Pisa
Italy
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A sample program: shuffle

shuffle £ a ;= copy(b); 1
swap(al0], a|lnondet(0,a.1len — 1)])

swap(all], a|lnondet(0,a.1len — 1)])
swap(al2], al[nondet(0,a.len —1)])

Rotate an array of one position

34




A sample program: shuffle

shuffle = a := copy(b);

swap(a[0],a[nonc 2 0,a.len—1)])

swap(all], a|lnondet(0,a.1len — 1)])
swap(al2], al[nondet(0,a.len —1)])

Rotate an array of one position
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A sample program: shuffle

shuffle £ a ;= copy(b);
swap(al0], a|lnondet(0,a.len — 1)])

swap(all],alnonc 3 (0,a.len—1)])
swap(al2], al[nondet(0,a.len —1)])

Rotate an array of one position

)
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A sample program: shuffle

shuffle £ a := copy(b);

S"-ra-r\/': N1 ~ ‘ : - 1en - 1)])

.len—1)])
.len —1)])

Roberto BRUNI

Roberta GORI University Pisa
Flavio ASCARI University Pisa LEl

Lorenzo GAZZELLA | LQINEEIER o)k egPz Italy
Germany

b.len — 1 swaps

University Pisa
Italy
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A sample program: shuffle

shuffle £ a := copy(b);

repeat k times

m .= 0;

scan index m

swap(a[m++], a[nondet(0,a.len — 1)])*

use m
and update m

33
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= Can we reach a state that is not a permutation of b?
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A sample program: shuffle

shuffle £ a := copy(b);

repeat k times

m .= 0;

scan index m

swap(a[m++], a[nondet(0,a.len — 1)])*

use m
and update m

= Can we reach a state that is not a permutation of b?

= Can we reach errors?

= \\Vhich sufficient conditicgg\ for reaching the reversal b’ of b?



Examples

Using program shuffle:

= Can we reach a state that is not a permutation of b?

= Can we reach errors?

= \Which sufficient condition for reaching the reversal b’ of b?
39



Examples

Hoare Logic {k <D. 16I1} shuffle {a = perm(b)}

Using program shuffle:

= Can we reach a state that is not a permutation of b?

= Can we reach errors?

= \Which sufficient condition for reaching the reversal b’ of b?
39



Examples

Hoare Logic {k <D. 16I1} shuffle {a = perm(b)}

[k > b.len|] shuffle [er:k>m=Db.lenAa € perm(b)]

Out of bound

Using program shuffle:

= Can we reach a state that is not a permutation of b?

= Can we reach errors?

= \Which sufficient condition for reaching the reversal b’ of b?
39



Hoare Logic

Incorrectness
Logic

Sufficient
Incorrectness
Logic

Examples

{k <b.len} shuffle {a &€ perm(b)}

[k >Db.len] shuffle [er:k>m=Db.lenAa € perm(b)]

Out of bound

(k =b.len/2) shuffle (a=1hb")

Using program shuffle:

= Can we reach a state that is not a permutation of b?

= Can we reach errors?

= \Which sufficient condition for reaching the reversal b’ of b?
39



A Novel Notation



A novel notation

Over-approximation Under-approximation Exact-approximation éUnknown-approximation
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A novel notation

Over-approximation Under-approximation Exact-approximation éUnknown-approximation

..............................................................................................................................................................................................................................................................................................................................................................................................................................................

Forward Backward
Hoare Logic (HL) [VMCAI13] Necessary Conditions (NC)
Over (P} r{iQ} = @P)r[Q] (P)r(Q) < [P|r(Q)
----------------- Exact | [ECOOP2BLESLAP) 7 [ O | PP ()
Under [Pl r[Q] < (P)r|Q] (P) r(Q) < |P| r(Q)
[POPL20] Incorrectness Logic (IL) [OOPSLA25] Sufficient Incorrectness Logic (SIL)

All triples are ASYMMETRIC: only one side is constrained!

41




The hardest things to find are sometimes those hidden in plain sight.



16 possible analyses

» () is a f-approximation of [[r]| P

Pl r
(I Da (I Q Dﬁ « P is a a-approximation of [[(r_]]Q
metabraces

(")
7N\ / \
1 P tror 110 L
\‘ ‘/ \ /

If approximation is a first-class concept, every combination becomes meaningful
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16 possible analyses

» () is a f-approximation of [[r]| P

(IPDar(IQDIB

« P is a a-approximation of [[(r_]]Q
/ \\ / \
;="

\ /

If approximation is a first-class concept, every combination becomes meaningful
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16 possible analyses

» () is a f-approximation of [[r]| P

(IPDar(IQDIB

« P is a a-approximation of [[(r_]]Q

(-) 3L (-)
7N\ 7\
1P L~J—r4Q -]
\‘ ‘/ N/

If approximation is a first-class concept, every combination becomes meaningful
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16 possible analyses

» () is a f-approximation of [[r]| P

(IPDar(IQDIB

« P is a a-approximation of [[(r_]]Q

\ ///Q\

If approximation is a first-class concept, every combination becomes meaningful
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16 possible analyses

» () is a f-approximation of [[r]| P

(IPDar(IQDIB

« P is a a-approximation of [[(r_]]Q

(")
7N\ / \
1 P L o 11 QO L
\‘ ‘/ \ /

If approximation is a first-class concept, most combinations become meaningful

46



Under-under

Also studied in UnTer and U-Turn
[Pl r|Q] = QClrP A PCITIQ

= Every state in Q is reachable

0 = Every state in P is guaranteed to reach a state in
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Under-under

Also studied in UnTer and U-Turn
[Pl r|Q] = QClrP A PCITIQ

= Every state in Q is reachable
= Every state in P is guaranteed to reach a state in

= |f () are errors, P are some source of errors

47



Under-under

Also studied in [OOPSLAZ4] UnTer and [POPL26] U-Turn
(_
Pl r|Q] = QcClrlP A PC[TrIQ

= Every state in Q is reachable
= FEvery state in P is guaranteed to reach a state in 0

= |f () are errors, P are some source of errors

shuffle £ a := copy(b);

m = 0;

swap(a[m++], a[nondet(0,a.len — 1)])"

|k =b.len| shuffle |[er:a=b ' Am=k="b.len|

47



Under-over

Pl r[Q] =1[I1PCQ A PClTIOQ

= From P we can only reach 0

= Every state in P is guaranteed to reach a state in 0
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Under-over

Pl r[Q] =1[I1PCQ A PClTIOQ

= From P we can only reach 0
= Every state in P is guaranteed to reach a state in 0

= \\hen r Is deterministic, it recovers total correctness
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Under-over

Pl r[Q] =1[I1PCQ A PClTIOQ

= From P we can only reach 0
= Every state in P is guaranteed to reach a state in 0

= \\Vhen r Is deterministic, it recovers total correctness

shuffle £ a := copy(b);

m = 0;

swap(a[m++], a[nondet(0,a.len — 1)])"

|k =b.len/2| shuffle [a € perm(b)]

48



Over-over

[Plr[Q] =1[IrIPCQ A [TIQCP

= From P we can only reach QO

= \Ne can reach Q only if we start from P
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Over-over

[Plr[Q] =1[IrIPCQ A [TIQCP

= From P we can only reach QO
= \Ne can reach Q only if we start from P

= From =P we can only reach = (Q
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Over-over

[Plr[Q] =1[IrIPCQ A [TIQCP

= From P we can only reach 0
= \\Ne can reach Q only if we start from P

= From =P we can only reach = (Q

shuffle £ a := copy(b);

m .= 0;

swap(a[m++], a[nondet(0,a.len — 1)])*

|k <b.len]| shuffle [a € perm(b)]
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Over-under

[Pl r|O] = QcClrlP A [TIQCP

= Every state in Q is reachable

= States in () are reachable only from P
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Over-under

[Pl r|O] = QcClrlP A [TIQCP

= Every state in Q is reachable
= States in () are reachable only from P

= |f () error states, then P includes all problematic inputs
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Over-under

[Pl r|lOQ] = QOclriP A [rIQCP

= Every state in Q is reachable
= States in (O are reachable only from P

= |f () error states, then P includes all problematic inputs

shuffle £ a := copy(b);
m .= 0;

swap(a[m++], a[nondet(0,a.len — 1)])"

]|k >b.len| shuffle |er:a eperm(b) Am=k > b.len]
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Exact-exact

shuffle = a := copy(b);

m .= 0;

swap(a[m++], a[nondet(0,a.len — 1)])"

|k =a.len— 1| shuffle |a€perm(b)Ak=m=a.len— 1]

= From the pre we can reach all the permutations
= \\le cannot reach errors
= [he pre Is a necessary and sufficient condition to reach only permutations

= |f we start outside the pre we can reach errors

51



A Logic for All Reasons



Lattice of approximation

Over-approximation Under-approximation Exact-approximation éUnknown—approximation

..............................................................................................................................................................................................................................................................................................................................................................................................................................................

)

/ N\
-] -]

\ /

Most precise

“approximation”
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Lattice of approximation

Over-approximation Under-approximation Exact-approximation éUnknown—approximation

..............................................................................................................................................................................................................................................................................................................................................................................................................................................

)  |land 1 formalize join and meet of approximations

/ \ + We use - to reverse parenthesis, e.g., | - | = | - |

- | -]
\ /

Most precise

“approximation”
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Lattice of approximation

Over-approximation Under-approximation Exact-approximation éUnknown—approximation
[ - ] - ] [ - | ()
)  |land 1 formalize join and meet of approximations
/ L » We use - to reverse parenthesis, e.g., | - | = | - |
- ] - ] P:(R),

\ / P:[R] &< RCP

P:|R| < PCR
P:|R| < R=P

“approximation" P : (R) < no relation
53

Most precise




Triple lattice
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Triple lattice
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Triple lattice

1P| r(Q) Pl r(Q)

[P r(Q)
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Triple lattice
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Triple lattice
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Triple lattice

akly (IPDa”(IQDﬁ
(IPDyr(IQD5

C o
d= [Ord]

(P) r (Q)
%(/ Q\\
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(P) r Q]

/ .
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Sequential composition

Py AR} (R} 0] [P] ry [R] [R] ry [Q] (P) r (R) (R) 1, (0Q)

e IL SIL
Py rin 1Q) o [P] ry;3 1y [O] A (P) ri; 1 (Q) >

o1



Sequential composition

(P)ry |[R] (R)r, |Q] (P)r |R] (R)r, Q] 1P| rn(R) [R]nr(Q)

HLseq ILseq SILseq
(P) risry [Q] (P) ri;ry O] [P] 51 (Q)

Using standard braces

/ \
-] -]

\ /

62



Sequential composition

(P)ry |[R] (R)r, |Q] (P)r |R] (R)r, Q] 1P| rn(R) [R]nr(Q)

HL IL SIL
(P) ri;ry | O] > (P) ri;ry | O] > |P]| ri5r5 (Q) >

Using standard braces

: SN L IPhanRY (RDy0QD
\ / (IPDau}/rl;rquDﬂué -

A single rule (for all triples!): 256 cases!
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Conseqguence rule

P=P {P}r{Q} QO=0 HLseq P=>P (P)riQ) 9'=0 SILseq

(P r (0] (P) r(Q)
P=>P [PIr[Q] Q=0
[P] 7 [0

ILseq

03



Conseqguence rule

P:|P| (P)r[0] O:[0] " p:P| |P]lr@) Q:[Q]

SIL
Prriel ) P r(Q) o
P[Pl P)rl|Q] 0Q:|Q0] "
SE€
(P)r Q]
() Using standard braces

- -]
\‘ ‘/

o4



PP (P)r|Q]

Conseqguence rule

0:101 P:|P| |P)r@) Q:[Q]
seq

- |

(P) r [Q]

/ \
\ /

-]

|[P] r(Q)
P:[P] (P)r|Q] OQ:|0]

Using standard braces

PL(P),  (PDr(QD, ©Q:0QD,
(P DaUyuS r qQDﬁuyué

o4

SILseq

|Cons]



Conseqguence rule
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A program r must-diverge on input P if [r]|P = &

 in our notation, e.g., (P) r |false|

Unter logic triples | P| r mean that r may-diverge on any state in P

» extending our notation: |P| r (false)®

By duality: unreachability triples

» extending our notation: (false)® r | P|

64 triples are now possible... still to be fully investigated
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while b do r
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Which rule to use?
% —

while b do r

IPADbLYr{PADb)} é

not general enough!
(for nondeterministic programs)

while b do r
IPADb|7r|P A D] é

while b do r
(PADb)r(PAD) SIL

while b do r e

| P} e (@) (0a49)
SOUNDS GOOD! 2 ¥ (OOPSLA24]
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By duality: (un)reachability
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Conclusion

No single view reveals

the whole picture  Novel compact, standard notation for code summaries
* A single proof system for all program logics

 Also accounts for exact triples (predicate transformers)
e Also accounts for combined triples

[P|r[Q] [P] r[Q] [Pl r|Q] |P] r|Q]
 Reduced set of rules by exploiting similarities
 Also accounts for may-termination and reachabillity
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Ongoing works

[P] r O] [P] r Q] [P] r Q] [Pl r O]
e Encompass convex triples (under + over) and abstract interpretation

(P)r |0y10,] [p|P™] r|q| Q7]

 Extend our approach to:
 Separation logics and their toolsets
 (Concurrent programs

* Probabilistic programs (in the style of Outcome Logic)

* Relational logic

31



What ChatGPT got from this talk...

A Library that Knows Everything

One place. All the information. All the reasons.

The Universal Library
of Program Analyses

For every program, every input,
every behavior.

A Unified Semantic Space

Over-approximation
(may / can happen)

%

Any Analysis

[P|*¢ |Q|®

Incorrectness

Correctness

Necessary

Lisbon (stronges* Pock 2

Q When it always does the right thing > Conditions Logic

iearast v a€ plelQl |
A e Sl g a,B el=,%, 2 (exact pre, may post)

When it can go wrong ' : .

| ' Backward Exact Forward

@ Preconditions Preconditions (assume post) (Complete) (assume pre)

When it must never be called < :

Neceil) | PI C | Ql ;65 zx.)s:nble analylses

o Necessary Conditions Lisbon M (may pre, exact post) el - Hoare

What must be true in the past Relational "¢~ T ' Logic

: : babllistic 2.
Q\ Lisbon Triples (Strongest Post) = i it

ntitative
What it can possibly produce o

Under-approximation
(must / will happen)

And all the combinations in between

Example: a simple function
2ARY b)ed

Correctness | Incorrectness

Two summaries,
two complemenery views

int safe_div(int a,
1ftb *==F @) "1

g |b # 0| safe_div(a,b) |r=a/b]
error("division by zero");

|b = 0| safe_div(a,b) [error("division by zero”)]

of the same program.

¥ If b # O it always returns a/b If b = O it can raise an error
return a / b;
}
One function. Many truths. Many reasons.
) y , _y : i - 8 Verify Prevent *'\ Document Understand
Our logic collects al! of them in a single, uniform notation |P|* ¢ |Q] ‘ your. code your bugs Your/APls evervibahavior
so you can use the right one for your proof, your analysis, your need.




Take home message

Different approaches are often seen as competing theories,
but they can offer complementary views of the same system:
cooperation is MUCH better than conflict




Take home message

Different approaches are often seen as competing theories,
but they can offer complementary views of the same system:
cooperation is MUCH better than conflict

\ess closmo\)’ism ,

be open minded!




| Thanks | for your |attention!|
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