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1949: Turing's question1                            

 

“How can one check a routine in the 
sense of making sure that it is right?”


Alan Turing (1949)
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An Axiomatic Basis for 
Computer Programming 

C. A. R. HOARE 
The Queen's University of Belfast,* Northern Ireland 

In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 

KEY WORDS AND PHRASES: axiomatic method, theory of programming' 
proofs of programs, formal language definition, programming language 
design, machine-independent programming, program documentation 
CR CATEGORY: 4.0, 4.21,4.22, 5.20, 5.21,5.23, 5.24 

1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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1969: Program correctness

4

Formalism for the specification and verification of program behavior, 
based on pre and post conditions

if the pre holds initially then the post holds 
upon termination

(1934 - 2026)

                {x ≥ 0} r {x ≥ 0}
a very large and 

complicated program

Original notation: 
P {r} Q



Hoare's example

3.2. RULES OF CONSEQUENCE 
In addition to axioms, a deductive science requires at  

least one rule of inference, which permits the deduction of 
new theorems from one or more axioms or theorems al- 
ready proved. A rule of inference takes the form " I f  ~-X 
and ~- Y then ~-Z", i.e. if assertions of the form X and Y 
have been proved as theorems, then Z also is thereby 
proved as a theorem. The simplest example of an inference 
rule states tha t  if the execution of a program Q en- 
sures the t ru th  of the assertion R, then it  also ensures the 
t ru th  of every assertion logically implied by R. Also, if 
P is known to be a precondition for a program Q to pro- 
duce result R, then so is any other assertion which logically 
implies P.  These rules may be expressed more formally: 

D1 Rules of Consequence 
If  ~-P{Q}R and ~-R D S then ~-P{Q}S 
If ~-P{Q}R and ~-S ~ P then ~-S{Q}R 

3.3. RULE OF COMPOSITION 
A program generally consists of a sequence of statements 

which are executed one after another. The statements may 
be separated by a semicolon or equivalent symbol denoting 
procedural composition: (Q1 ; Q2 ; " '"  ; Q~). In  order to 
avoid the awkwardness of dots, it  is possible to deal ini- 
tially with only two statements (Q1 ; Q2), since longer se- 
quences can be reconstructed by nesting, thus (Q~ ; (Q2 ; 
( " "  (Q,-1 ; Q.)  - ' "  ) ) ) .  The  removal of the brackets of 
this nest may be regarded as convention based on the 
associativity of the ";-operator",  in the same way as brack- 
ets are removed from an arithmetic expression (6 + (t2 + 
( . . -  (t,_~ + t , )  - - . ) ) ) .  

The  inference rule associated with composition states 
tha t  if the proven result of the first par t  of a program is 
identical with the precondition under which the second par t  
of the program produces its intended result, then the whole 
program will produce the intended result, provided that  the 
precondition of the first part  is satisfied. 

In  more formal terms: 

D2 Rule of Composition 
If ~-P{QdR1 and ~-R~{Q2}R then ~-P{ (Q~ ; Q2)}R 

3.4. RvL~ OF ITERATION 
The essential feature of a stored program computer is 

the ability to execute some portion of program (S) re- 
peatedly until  a condition (B) goes false. A simple way of 
expressing such an iteration is to adapt  the ALGOL 60 
w h i l e  notation: 

w h i l e  B d o  S 

In  executing this statement,  a computer first tests the con- 
dition B. If  this is false, S is omitted, and execution of the 
loop is complete. Otherwise, S is executed and B is tested 
again. This action is repeated until B is found to be false. 
The reasoning which leads to a formulation of an inference 
rule for iteration is as follows. Suppose P to be an assertion 
which is always true on completion of S, provided tha t  it  is 
also true on initiation. Then obviously P will still be true 
after any number of iterations of the s tatement  S (even 

no iterations). Furthermore,  it  is known tha t  the con- 
trolling condition B is false when the iteration finally 
terminates. A slightly more powerful formulation is pos- 
sible in light of the fact tha t  B may be assumed to be true 
on initiation of S: 

D3 Rule of Iteration 
If ~P A B{S}P then ~-P{while B do S} ~ B  A P 

3.5. EXAMPLE 
The axioms quoted above are sufficient to construct the 

proof of properties of simple programs, for example, a 
routine intended to find the quotient q and remainder r 
obtained on dividing x by y. All variables are assumed to 
range over a set of nonnegative integers conforming to the 
axioms listed in Table I. For  simplicity we use the trivial 
but  inefficient method of successive subtraction. The pro- 
posed program is: 

((r  := x; q := 0);  w h i l e  
y < r d o  ( r : = r - - y ;  q : =  l + q ) )  

An important  property of this program is tha t  when it  
terminates, we can recover the numerator  x by adding to 
the remainder r the product  of the divisor y and the quo- 
t ient  q (i.e. x = r + y X q). Furthermore,  the remainder 
is less than the divisor. These properties may be expressed 
formally: 

t r u e { Q }  ~ y  ~< r A x  = r + y X q 

where Q stands for the program displayed above. This 
expresses a necessary (but not sufficient) condition for 
the "correctness" of the program. 

A formal proof of this theorem is given in Table III .  
Like all formal proofs, it  is excessively tedious, and it 
would be fairly easy to introduce notational conventions 
which would significantly shorten it. An even more power- 
ful method of reducing the tedium of formal proofs is to 
derive general rules for proof construction out of the simple 
rules accepted as postulates. These general rules would be 
shown to be valid by demonstrating how every theorem 
proved with their assistance could equally well (if more 
tediously) have been proved without. Once a powerful set 
of supplementary rules has been developed, a "formal 
proof" reduces to little more than an informal indication 
of how a formal proof could be constructed. 

4. G e n e r a l  R e s e r v a t i o n s  

The axioms and rules of inference quoted in this paper 
have implicitly assumed the absence of side effects of the 
evaluation of expressions and conditions. In  proving prop- 
erties of programs expressed in a language permitting side 
effects, it  would be necessary to prove their absence in 
each ease before applying the appropriate proof technique. 
I f  the main purpose of a high level programming language 
is to assist in the construction and verification of correct 
programs, it  is doubtful whether the use of functional 
notation to call procedures with side effects is a genuine 
advantage.  

Another deficiency in the axioms and rules quoted above 
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is that  they give no basis for a proof that  a program suc- 
cessfully terminates. Failure to terminate may be due to an 
infinite loop; or it  may be due to violation of an imple- 
mentation-defined limit, for example, the range of numeric 
operands, the size of storage, or an operating system time 
limit. Thus the notation "PIQ}R" should be interpreted 
"provided tha t  the program successfully terminates, the 
properties of its results are described by R." I t  is fairly 
easy to adapt the axioms so that  they cannot be used to 
predict the "results" of nonterminating programs; but  the 
actual use of the axioms would now depend on knowledge 
of many implementation-dependent features, for example, 
the size and speed of the computer, the range of numbers, 
and the choice of overflow technique. Apart  from proofs of 
the avoidance of infinite loops, it is probably better  to 
prove the "conditional" correctness of a program and rely 
on an implementation to give a warning if it has had to 

TABLE III 

Line 
number Formal proof Justification 

1 t r u e  ~ x  = x ~ y X 0 L e m m a l  
2 x = x - { - y X  O{r := x } x =  r . - t - y X O  DO 
3 x = r ~ y X O { q : =  O } x =  r . - b y X  q DO 
4 t r u e  {r :=  x} x = r ~ y X 0 D1 (1, 2) 

5 t r u e  {r := x; q := 0} x = r -t- y X q D2 (4, 3) 
6 x = r ~ y X  q A y ~ r ~ x  = 

( r - y )  ~ y X (1-t-q) L e m m a  2 
7 x = ( r - - y )  .-{- y X (1-t-q){r := r - y } x  = 

r + y X ( l + q )  DO 
8 x = r + y X ( l + q ) [ q  :=  1.-bq}x = 

r - t - y  X q DO 
9 x = ( r - - y )  -~ y X ( l + q ) { r  :=  r - - y ;  

q :=  1+q} x = r + y X q D2 (7, 8) 
10 x = r + y X q A y ~ r {r := r - - y ;  

, q : =  l + q }  x = r + y X q D1  (6, 9) 

11 x = r -b y X q [ w h i l e  y ~ r  d o  
(r := r - - y ;  q := 1--bq)} 

~- -Ty < r /~ x = r ~ y X q D3 (10) 
12 t r u e  {((r := x; q := 0); w h i l e  y ~ r d o  

(r := r - - y ;  q :=  l + q ) ) }  -~y ~ r A x  = 

r + y X q D2 (5,11) 

NOTES 
i. The left hand column is used to number the lines, and the 

right hand column to justify each line, by appealing to an axiom, 
a lemma or a rule of inference applied to one or two previous 
lines, indicated in brackets. Neither of these columns is part 
of the formal proof. For example, line 2 is an instance of the 
axiom of assignment (DO); line 12 is obtained from lines 5 and 11 
by application of the rule of composition (D2). 

2. Lemma 1 may be proved from axioms A7 and AS. 
3. Lemma 2 follows directly from the theorem proved in See. 2. 

abandon execution of the program as a result of violation 
of an implementation limit. 

Finally it is necessary to list some of the areas which have 
not been covered: for example, real arithmetic, bit and 
character manipulation, complex arithmetic, fractional 
arithmetic, arrays, records, overlay definition, files, input /  
output,  declarations, subroutines, parameters, recursion, 
and parallel execution. Even the characterization of integer 
arithmetic is far from complete. There does not appear to 
be any great difficulty in dealing with these points, pro- 
vided that  the programming language is kept simple. 
Areas which do present real difficulty are labels and jumps, 
pointers, and name parameters. Proofs of programs which 
made use of these features are likely to be elaborate, and 
it  is not surprising that  this should be reflected in the 
complexity of the underlying axioms. 

5. P r o o f s  o f  P r o g r a m  C o r r e c t n e s s  

The most important  property of a program is whether it  
accomplishes the intentions of its user. If  these intentions 
can be described rigorously by making assertions about the 
values of variables at  the end (or at  intermediate points) of 
the execution of the program, then the techniques described 
in this paper may be used to prove the correctness of the 
program, provided that  the implementation of the pro- 
gramming language conforms to the axioms and rules which 
have been used in the proof. This fact itself might also be 
established by deductive reasoning, using an axiom set 
which describes the logical properties of the hardware 
circuits. When the correctness of a program, its compiler, 
and the hardware of the computer have all been established 
with mathematical certainty, it  will be possible to place 
great reliance on the results of the program, and predict 
their properties with a confidence limited only by the 
reliability of the electronics. 

The practice of supplying proofs for nontrivial programs 
will not become widespread until considerably more power- 
ful proof techniques become available, and even then will 
not be easy. But  the practical advantages of program prov- 
ing will eventually outweigh the difficulties, in view of the 
increasing costs of programming error. At present, the 
method which a programmer uses to convince himself of 
the correctness of his program is to t ry  it  out in particular 
cases and to modify it  if the results produced do not cor- 
respond to his intentions. After he has found a reasonably 
wide variety of example cases on which the program seems 
to work, he believes that  it  will always work. The time 
spent in this program testing is often more than half the 
time spent on the entire programming project; and with a 
realistic costing of machine time, two thirds (or more) of 
the cost of the project is involved in removing errors during 
this phase. 

The cost of removing errors discovered after a program 
has gone into use is often greater, particularly in the case 
of items of computer manufacturer 's software for which a 
large part  of the expense is borne by the user. And finally, 
the cost of error in certain types of program may be almost 
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3.2. RULES OF CONSEQUENCE 
In addition to axioms, a deductive science requires at  

least one rule of inference, which permits the deduction of 
new theorems from one or more axioms or theorems al- 
ready proved. A rule of inference takes the form " I f  ~-X 
and ~- Y then ~-Z", i.e. if assertions of the form X and Y 
have been proved as theorems, then Z also is thereby 
proved as a theorem. The simplest example of an inference 
rule states tha t  if the execution of a program Q en- 
sures the t ru th  of the assertion R, then it  also ensures the 
t ru th  of every assertion logically implied by R. Also, if 
P is known to be a precondition for a program Q to pro- 
duce result R, then so is any other assertion which logically 
implies P.  These rules may be expressed more formally: 

D1 Rules of Consequence 
If  ~-P{Q}R and ~-R D S then ~-P{Q}S 
If ~-P{Q}R and ~-S ~ P then ~-S{Q}R 

3.3. RULE OF COMPOSITION 
A program generally consists of a sequence of statements 

which are executed one after another. The statements may 
be separated by a semicolon or equivalent symbol denoting 
procedural composition: (Q1 ; Q2 ; " '"  ; Q~). In  order to 
avoid the awkwardness of dots, it  is possible to deal ini- 
tially with only two statements (Q1 ; Q2), since longer se- 
quences can be reconstructed by nesting, thus (Q~ ; (Q2 ; 
( " "  (Q,-1 ; Q.)  - ' "  ) ) ) .  The  removal of the brackets of 
this nest may be regarded as convention based on the 
associativity of the ";-operator",  in the same way as brack- 
ets are removed from an arithmetic expression (6 + (t2 + 
( . . -  (t,_~ + t , )  - - . ) ) ) .  

The  inference rule associated with composition states 
tha t  if the proven result of the first par t  of a program is 
identical with the precondition under which the second par t  
of the program produces its intended result, then the whole 
program will produce the intended result, provided that  the 
precondition of the first part  is satisfied. 

In  more formal terms: 

D2 Rule of Composition 
If ~-P{QdR1 and ~-R~{Q2}R then ~-P{ (Q~ ; Q2)}R 

3.4. RvL~ OF ITERATION 
The essential feature of a stored program computer is 

the ability to execute some portion of program (S) re- 
peatedly until  a condition (B) goes false. A simple way of 
expressing such an iteration is to adapt  the ALGOL 60 
w h i l e  notation: 

w h i l e  B d o  S 

In  executing this statement,  a computer first tests the con- 
dition B. If  this is false, S is omitted, and execution of the 
loop is complete. Otherwise, S is executed and B is tested 
again. This action is repeated until B is found to be false. 
The reasoning which leads to a formulation of an inference 
rule for iteration is as follows. Suppose P to be an assertion 
which is always true on completion of S, provided tha t  it  is 
also true on initiation. Then obviously P will still be true 
after any number of iterations of the s tatement  S (even 

no iterations). Furthermore,  it  is known tha t  the con- 
trolling condition B is false when the iteration finally 
terminates. A slightly more powerful formulation is pos- 
sible in light of the fact tha t  B may be assumed to be true 
on initiation of S: 

D3 Rule of Iteration 
If ~P A B{S}P then ~-P{while B do S} ~ B  A P 

3.5. EXAMPLE 
The axioms quoted above are sufficient to construct the 

proof of properties of simple programs, for example, a 
routine intended to find the quotient q and remainder r 
obtained on dividing x by y. All variables are assumed to 
range over a set of nonnegative integers conforming to the 
axioms listed in Table I. For  simplicity we use the trivial 
but  inefficient method of successive subtraction. The pro- 
posed program is: 

((r  := x; q := 0);  w h i l e  
y < r d o  ( r : = r - - y ;  q : =  l + q ) )  

An important  property of this program is tha t  when it  
terminates, we can recover the numerator  x by adding to 
the remainder r the product  of the divisor y and the quo- 
t ient  q (i.e. x = r + y X q). Furthermore,  the remainder 
is less than the divisor. These properties may be expressed 
formally: 

t r u e { Q }  ~ y  ~< r A x  = r + y X q 

where Q stands for the program displayed above. This 
expresses a necessary (but not sufficient) condition for 
the "correctness" of the program. 

A formal proof of this theorem is given in Table III .  
Like all formal proofs, it  is excessively tedious, and it 
would be fairly easy to introduce notational conventions 
which would significantly shorten it. An even more power- 
ful method of reducing the tedium of formal proofs is to 
derive general rules for proof construction out of the simple 
rules accepted as postulates. These general rules would be 
shown to be valid by demonstrating how every theorem 
proved with their assistance could equally well (if more 
tediously) have been proved without. Once a powerful set 
of supplementary rules has been developed, a "formal 
proof" reduces to little more than an informal indication 
of how a formal proof could be constructed. 

4. G e n e r a l  R e s e r v a t i o n s  

The axioms and rules of inference quoted in this paper 
have implicitly assumed the absence of side effects of the 
evaluation of expressions and conditions. In  proving prop- 
erties of programs expressed in a language permitting side 
effects, it  would be necessary to prove their absence in 
each ease before applying the appropriate proof technique. 
I f  the main purpose of a high level programming language 
is to assist in the construction and verification of correct 
programs, it  is doubtful whether the use of functional 
notation to call procedures with side effects is a genuine 
advantage.  

Another deficiency in the axioms and rules quoted above 
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find the quotient  and the remainder  
obtained on dividing  by 

q r
x y
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tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
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1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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Summary. We present here an axiomatic approach which enables one to prove 
by formal methods that his program is "totally correct" (i.e., it terminates and is 
logically correct--does what it is supposed to do). The approach is similar to Hoare's 
approach [3] for proving that a program is "partially correct" (i.e., that  whenever 
it terminates it produces correct results). Our extension to Hoare's method lies in 
the possibility of proving both correctness and termination by one unified formalism. 
One can choose to prove total correctness by a single step, or by incremental proof 
steps, each step establishing more properties of the program. 

I. Introduction 

The class of programs we treat  in this paper  is the class of while programs 
which are written in an Algol-like language allowing assignment statements,  
conditional statements,  compound statements and while statements.  Go to 
statements and procedure calls are explicitly excluded, but this restriction does not 
seem essential and can be removed by appropriate extension of the results 
presented here. 

For this class of programs we presen t a method, based on Hoare 's  [3] axio- 
matic  approach, by which both termination and correctness can be proved. 

To review Hoare 's  notation, he uses theorems of the form 

{p (2) IB [ q (2)} 

(where p, q are predicates, and B is a program segment) to mean that  for every 
2, if p (2) holds prior to execution of B and the execution of B terminates, then 
the resulting values after execution will satisfy q ($). His system consists of several 
basic theorems--axioms--describing the transformation on program variables 
effected by simple statements,  and in]erence rules by which theorems for small 
segments can be combined into one theorem for a larger segment. Among those 
are a concatenation rule, a conditional rule, and a while rule. If  start ing from the 
axioms about the simple statements of a program P, and employing inference 
rules one is able to deduce 

{r (2) l P I~o (~)}, 
then one has shown in fact the partial correctness of P with respect to r and % 
i.e., that  for every 2 satisfying ~b (2) for which the execution of P terminates, 
~o (2) holds for the resulting variables'  values. A formal exposition of this approach 
is presented in Igaxashi, London and Luckham [5]. 
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like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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Summary. We present here an axiomatic approach which enables one to prove 
by formal methods that his program is "totally correct" (i.e., it terminates and is 
logically correct--does what it is supposed to do). The approach is similar to Hoare's 
approach [3] for proving that a program is "partially correct" (i.e., that  whenever 
it terminates it produces correct results). Our extension to Hoare's method lies in 
the possibility of proving both correctness and termination by one unified formalism. 
One can choose to prove total correctness by a single step, or by incremental proof 
steps, each step establishing more properties of the program. 

I. Introduction 

The class of programs we treat  in this paper  is the class of while programs 
which are written in an Algol-like language allowing assignment statements,  
conditional statements,  compound statements and while statements.  Go to 
statements and procedure calls are explicitly excluded, but this restriction does not 
seem essential and can be removed by appropriate extension of the results 
presented here. 

For this class of programs we presen t a method, based on Hoare 's  [3] axio- 
matic  approach, by which both termination and correctness can be proved. 

To review Hoare 's  notation, he uses theorems of the form 

{p (2) IB [ q (2)} 

(where p, q are predicates, and B is a program segment) to mean that  for every 
2, if p (2) holds prior to execution of B and the execution of B terminates, then 
the resulting values after execution will satisfy q ($). His system consists of several 
basic theorems--axioms--describing the transformation on program variables 
effected by simple statements,  and in]erence rules by which theorems for small 
segments can be combined into one theorem for a larger segment. Among those 
are a concatenation rule, a conditional rule, and a while rule. If  start ing from the 
axioms about the simple statements of a program P, and employing inference 
rules one is able to deduce 

{r (2) l P I~o (~)}, 
then one has shown in fact the partial correctness of P with respect to r and % 
i.e., that  for every 2 satisfying ~b (2) for which the execution of P terminates, 
~o (2) holds for the resulting variables'  values. A formal exposition of this approach 
is presented in Igaxashi, London and Luckham [5]. 
tTb Aeta Informatica, Vol. 3 
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Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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Outcome Logic: A Unifying Foundation for Correctness and
Incorrectness Reasoning
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Program logics for bug-finding (such as the recently introduced Incorrectness Logic) have framed correctness
and incorrectness as dual concepts requiring different logical foundations. In this paper, we argue that a single
unified theory can be used for both correctness and incorrectness reasoning. We present Outcome Logic (OL),
a novel generalization of Hoare Logic that is both monadic (to capture computational effects) and monoidal
(to reason about outcomes and reachability). OL expresses true positive bugs, while retaining correctness
reasoning abilities as well. To formalize the applicability of OL to both correctness and incorrectness, we prove
that any false OL specification can be disproven in OL itself. We also use our framework to reason about new
types of incorrectness in nondeterministic and probabilistic programs. Given these advances, we advocate for
OL as a new foundational theory of correctness and incorrectness.

CCS Concepts: •Theory of computation→Hoare logic; Separation logic; Logic and verification;Program
specifications.
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“Program correctness and incorrectness are two sides of the same coin.” – O’Hearn [2019]

1 INTRODUCTION

Developing formal methods to prove program correctness—the absence of bugs—has been a holy
grail in program logic and static analysis research for many decades. However, seeing as many
static analyses deployed in practice are bug-finding tools, O’Hearn [2019] recently advocated for
the development of formal methods for proving program incorrectness; we need expressive, efficient,
and compositional ways to reliably identify the presence of bugs as well.
The aforementioned paper of O’Hearn [2019] proposed Incorrectness Logic (IL) as a logical

foundation for reasoning about program incorrectness. IL is inspired by—and in a precise technical
sense dual to—Hoare Logic. Like Hoare Logic, IL specifications are compositional, given in terms
of preconditions 𝑃 and postconditions 𝑄 . Hoare Triples {𝑃} 𝐶 {𝑄} stipulate that the result of
running the program𝐶 on any state satisfying 𝑃 will be a state that satisfies𝑄 . Incorrectness Triples
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 
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design, machine-independent programming, program documentation 
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1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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Summary. We present here an axiomatic approach which enables one to prove 
by formal methods that his program is "totally correct" (i.e., it terminates and is 
logically correct--does what it is supposed to do). The approach is similar to Hoare's 
approach [3] for proving that a program is "partially correct" (i.e., that  whenever 
it terminates it produces correct results). Our extension to Hoare's method lies in 
the possibility of proving both correctness and termination by one unified formalism. 
One can choose to prove total correctness by a single step, or by incremental proof 
steps, each step establishing more properties of the program. 

I. Introduction 

The class of programs we treat  in this paper  is the class of while programs 
which are written in an Algol-like language allowing assignment statements,  
conditional statements,  compound statements and while statements.  Go to 
statements and procedure calls are explicitly excluded, but this restriction does not 
seem essential and can be removed by appropriate extension of the results 
presented here. 

For this class of programs we presen t a method, based on Hoare 's  [3] axio- 
matic  approach, by which both termination and correctness can be proved. 

To review Hoare 's  notation, he uses theorems of the form 

{p (2) IB [ q (2)} 

(where p, q are predicates, and B is a program segment) to mean that  for every 
2, if p (2) holds prior to execution of B and the execution of B terminates, then 
the resulting values after execution will satisfy q ($). His system consists of several 
basic theorems--axioms--describing the transformation on program variables 
effected by simple statements,  and in]erence rules by which theorems for small 
segments can be combined into one theorem for a larger segment. Among those 
are a concatenation rule, a conditional rule, and a while rule. If  start ing from the 
axioms about the simple statements of a program P, and employing inference 
rules one is able to deduce 

{r (2) l P I~o (~)}, 
then one has shown in fact the partial correctness of P with respect to r and % 
i.e., that  for every 2 satisfying ~b (2) for which the execution of P terminates, 
~o (2) holds for the resulting variables'  values. A formal exposition of this approach 
is presented in Igaxashi, London and Luckham [5]. 
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Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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Program logics for bug-finding (such as the recently introduced Incorrectness Logic) have framed correctness
and incorrectness as dual concepts requiring different logical foundations. In this paper, we argue that a single
unified theory can be used for both correctness and incorrectness reasoning. We present Outcome Logic (OL),
a novel generalization of Hoare Logic that is both monadic (to capture computational effects) and monoidal
(to reason about outcomes and reachability). OL expresses true positive bugs, while retaining correctness
reasoning abilities as well. To formalize the applicability of OL to both correctness and incorrectness, we prove
that any false OL specification can be disproven in OL itself. We also use our framework to reason about new
types of incorrectness in nondeterministic and probabilistic programs. Given these advances, we advocate for
OL as a new foundational theory of correctness and incorrectness.
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“Program correctness and incorrectness are two sides of the same coin.” – O’Hearn [2019]

1 INTRODUCTION

Developing formal methods to prove program correctness—the absence of bugs—has been a holy
grail in program logic and static analysis research for many decades. However, seeing as many
static analyses deployed in practice are bug-finding tools, O’Hearn [2019] recently advocated for
the development of formal methods for proving program incorrectness; we need expressive, efficient,
and compositional ways to reliably identify the presence of bugs as well.
The aforementioned paper of O’Hearn [2019] proposed Incorrectness Logic (IL) as a logical

foundation for reasoning about program incorrectness. IL is inspired by—and in a precise technical
sense dual to—Hoare Logic. Like Hoare Logic, IL specifications are compositional, given in terms
of preconditions 𝑃 and postconditions 𝑄 . Hoare Triples {𝑃} 𝐶 {𝑄} stipulate that the result of
running the program𝐶 on any state satisfying 𝑃 will be a state that satisfies𝑄 . Incorrectness Triples
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 

KEY WORDS AND PHRASES: axiomatic method, theory of programming' 
proofs of programs, formal language definition, programming language 
design, machine-independent programming, program documentation 
CR CATEGORY: 4.0, 4.21,4.22, 5.20, 5.21,5.23, 5.24 

1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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Summary. We present here an axiomatic approach which enables one to prove 
by formal methods that his program is "totally correct" (i.e., it terminates and is 
logically correct--does what it is supposed to do). The approach is similar to Hoare's 
approach [3] for proving that a program is "partially correct" (i.e., that  whenever 
it terminates it produces correct results). Our extension to Hoare's method lies in 
the possibility of proving both correctness and termination by one unified formalism. 
One can choose to prove total correctness by a single step, or by incremental proof 
steps, each step establishing more properties of the program. 

I. Introduction 

The class of programs we treat  in this paper  is the class of while programs 
which are written in an Algol-like language allowing assignment statements,  
conditional statements,  compound statements and while statements.  Go to 
statements and procedure calls are explicitly excluded, but this restriction does not 
seem essential and can be removed by appropriate extension of the results 
presented here. 

For this class of programs we presen t a method, based on Hoare 's  [3] axio- 
matic  approach, by which both termination and correctness can be proved. 

To review Hoare 's  notation, he uses theorems of the form 

{p (2) IB [ q (2)} 

(where p, q are predicates, and B is a program segment) to mean that  for every 
2, if p (2) holds prior to execution of B and the execution of B terminates, then 
the resulting values after execution will satisfy q ($). His system consists of several 
basic theorems--axioms--describing the transformation on program variables 
effected by simple statements,  and in]erence rules by which theorems for small 
segments can be combined into one theorem for a larger segment. Among those 
are a concatenation rule, a conditional rule, and a while rule. If  start ing from the 
axioms about the simple statements of a program P, and employing inference 
rules one is able to deduce 

{r (2) l P I~o (~)}, 
then one has shown in fact the partial correctness of P with respect to r and % 
i.e., that  for every 2 satisfying ~b (2) for which the execution of P terminates, 
~o (2) holds for the resulting variables'  values. A formal exposition of this approach 
is presented in Igaxashi, London and Luckham [5]. 
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Incorrectness Logic

PETER W. O’HEARN, Facebook and University College London, UK

Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.

CCS Concepts: • Theory of computation→ Programming logic.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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Outcome Logic: A Unifying Foundation for Correctness and
Incorrectness Reasoning

NOAM ZILBERSTEIN, Cornell University, USA
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Program logics for bug-finding (such as the recently introduced Incorrectness Logic) have framed correctness
and incorrectness as dual concepts requiring different logical foundations. In this paper, we argue that a single
unified theory can be used for both correctness and incorrectness reasoning. We present Outcome Logic (OL),
a novel generalization of Hoare Logic that is both monadic (to capture computational effects) and monoidal
(to reason about outcomes and reachability). OL expresses true positive bugs, while retaining correctness
reasoning abilities as well. To formalize the applicability of OL to both correctness and incorrectness, we prove
that any false OL specification can be disproven in OL itself. We also use our framework to reason about new
types of incorrectness in nondeterministic and probabilistic programs. Given these advances, we advocate for
OL as a new foundational theory of correctness and incorrectness.

CCS Concepts: •Theory of computation→Hoare logic; Separation logic; Logic and verification;Program
specifications.

Additional Key Words and Phrases: Program Logics, Hoare Logic, Incorrectness Reasoning
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“Program correctness and incorrectness are two sides of the same coin.” – O’Hearn [2019]

1 INTRODUCTION

Developing formal methods to prove program correctness—the absence of bugs—has been a holy
grail in program logic and static analysis research for many decades. However, seeing as many
static analyses deployed in practice are bug-finding tools, O’Hearn [2019] recently advocated for
the development of formal methods for proving program incorrectness; we need expressive, efficient,
and compositional ways to reliably identify the presence of bugs as well.
The aforementioned paper of O’Hearn [2019] proposed Incorrectness Logic (IL) as a logical

foundation for reasoning about program incorrectness. IL is inspired by—and in a precise technical
sense dual to—Hoare Logic. Like Hoare Logic, IL specifications are compositional, given in terms
of preconditions 𝑃 and postconditions 𝑄 . Hoare Triples {𝑃} 𝐶 {𝑄} stipulate that the result of
running the program𝐶 on any state satisfying 𝑃 will be a state that satisfies𝑄 . Incorrectness Triples
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Sound over-approximation methods are e!ective for proving the absence of errors, but inevitably produce
false alarms that can hamper programmers. In contrast, under-approximation methods focus on bug detection
and are free from false alarms. In this work, we present two novel proof systems designed to locate the source
of errors via backward under-approximation, namely Su"cient Incorrectness Logic (SIL) and its specialization
for handling memory errors, called Separation SIL. The SIL proof system is minimal, sound and complete
for Lisbon triples, enabling a detailed comparison of triple-based program logics across various dimensions,
including negation, approximation, execution order, and analysis objectives. More importantly, SIL lays the
foundation for our main technical contribution, by distilling the inference rules of Separation SIL, a sound and
(relatively) complete proof system for automated backward reasoning in programs involving pointers and
dynamic memory allocation. The completeness result for Separation SIL relies on a careful crafting of both
the assertion language and the rules for atomic commands.

CCS Concepts: • Theory of computation → Logic and veri!cation; Proof theory; Hoare logic; Separation
logic; Programming logic.
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1 Introduction
Formal methods aim to automate the improvement of software reliability and security. Notable suc-
cess stories are, e.g., the Astrée static analyzer [Blanchet et al. 2003], the SLAM model checker [Ball
and Rajamani 2001], the certi#ed C compiler CompCert [Leroy 2009], VCC for safety properties
veri#cation [Cohen et al. 2009], and the Frama-C platform for the integration of many C code
analyses [Baudin et al. 2021]. Despite that, e!ective program correctness methods struggle to reach
mainstream adoption, mostly because they exploit over-approximation to handle decidability issues
and false positives are seen as a distraction by expert programmers. Being free from false positives
is possibly the reason why under-approximation approaches for bug-#nding, such as testing and
bounded model checking, are preferred in industrial applications. Incorrectness Logic (IL) [O’Hearn
2020] is a new program logic for bug-#nding: any error state found in the post can be produced by
some input states that satisfy the pre. However, IL triples are not able to characterize precisely the
input states that are responsible for a given error. This is possibly rooted in the forward $avor of the
under-approximation, which follows the ordinary direction of code execution.
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Computer Programming 
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 

KEY WORDS AND PHRASES: axiomatic method, theory of programming' 
proofs of programs, formal language definition, programming language 
design, machine-independent programming, program documentation 
CR CATEGORY: 4.0, 4.21,4.22, 5.20, 5.21,5.23, 5.24 

1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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Summary. We present here an axiomatic approach which enables one to prove 
by formal methods that his program is "totally correct" (i.e., it terminates and is 
logically correct--does what it is supposed to do). The approach is similar to Hoare's 
approach [3] for proving that a program is "partially correct" (i.e., that  whenever 
it terminates it produces correct results). Our extension to Hoare's method lies in 
the possibility of proving both correctness and termination by one unified formalism. 
One can choose to prove total correctness by a single step, or by incremental proof 
steps, each step establishing more properties of the program. 

I. Introduction 

The class of programs we treat  in this paper  is the class of while programs 
which are written in an Algol-like language allowing assignment statements,  
conditional statements,  compound statements and while statements.  Go to 
statements and procedure calls are explicitly excluded, but this restriction does not 
seem essential and can be removed by appropriate extension of the results 
presented here. 

For this class of programs we presen t a method, based on Hoare 's  [3] axio- 
matic  approach, by which both termination and correctness can be proved. 

To review Hoare 's  notation, he uses theorems of the form 

{p (2) IB [ q (2)} 

(where p, q are predicates, and B is a program segment) to mean that  for every 
2, if p (2) holds prior to execution of B and the execution of B terminates, then 
the resulting values after execution will satisfy q ($). His system consists of several 
basic theorems--axioms--describing the transformation on program variables 
effected by simple statements,  and in]erence rules by which theorems for small 
segments can be combined into one theorem for a larger segment. Among those 
are a concatenation rule, a conditional rule, and a while rule. If  start ing from the 
axioms about the simple statements of a program P, and employing inference 
rules one is able to deduce 

{r (2) l P I~o (~)}, 
then one has shown in fact the partial correctness of P with respect to r and % 
i.e., that  for every 2 satisfying ~b (2) for which the execution of P terminates, 
~o (2) holds for the resulting variables'  values. A formal exposition of this approach 
is presented in Igaxashi, London and Luckham [5]. 
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Incorrectness Logic

PETER W. O’HEARN, Facebook and University College London, UK

Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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Outcome Logic: A Unifying Foundation for Correctness and
Incorrectness Reasoning
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Program logics for bug-finding (such as the recently introduced Incorrectness Logic) have framed correctness
and incorrectness as dual concepts requiring different logical foundations. In this paper, we argue that a single
unified theory can be used for both correctness and incorrectness reasoning. We present Outcome Logic (OL),
a novel generalization of Hoare Logic that is both monadic (to capture computational effects) and monoidal
(to reason about outcomes and reachability). OL expresses true positive bugs, while retaining correctness
reasoning abilities as well. To formalize the applicability of OL to both correctness and incorrectness, we prove
that any false OL specification can be disproven in OL itself. We also use our framework to reason about new
types of incorrectness in nondeterministic and probabilistic programs. Given these advances, we advocate for
OL as a new foundational theory of correctness and incorrectness.

CCS Concepts: •Theory of computation→Hoare logic; Separation logic; Logic and verification;Program
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“Program correctness and incorrectness are two sides of the same coin.” – O’Hearn [2019]

1 INTRODUCTION

Developing formal methods to prove program correctness—the absence of bugs—has been a holy
grail in program logic and static analysis research for many decades. However, seeing as many
static analyses deployed in practice are bug-finding tools, O’Hearn [2019] recently advocated for
the development of formal methods for proving program incorrectness; we need expressive, efficient,
and compositional ways to reliably identify the presence of bugs as well.
The aforementioned paper of O’Hearn [2019] proposed Incorrectness Logic (IL) as a logical

foundation for reasoning about program incorrectness. IL is inspired by—and in a precise technical
sense dual to—Hoare Logic. Like Hoare Logic, IL specifications are compositional, given in terms
of preconditions 𝑃 and postconditions 𝑄 . Hoare Triples {𝑃} 𝐶 {𝑄} stipulate that the result of
running the program𝐶 on any state satisfying 𝑃 will be a state that satisfies𝑄 . Incorrectness Triples
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Sound over-approximation methods are e!ective for proving the absence of errors, but inevitably produce
false alarms that can hamper programmers. In contrast, under-approximation methods focus on bug detection
and are free from false alarms. In this work, we present two novel proof systems designed to locate the source
of errors via backward under-approximation, namely Su"cient Incorrectness Logic (SIL) and its specialization
for handling memory errors, called Separation SIL. The SIL proof system is minimal, sound and complete
for Lisbon triples, enabling a detailed comparison of triple-based program logics across various dimensions,
including negation, approximation, execution order, and analysis objectives. More importantly, SIL lays the
foundation for our main technical contribution, by distilling the inference rules of Separation SIL, a sound and
(relatively) complete proof system for automated backward reasoning in programs involving pointers and
dynamic memory allocation. The completeness result for Separation SIL relies on a careful crafting of both
the assertion language and the rules for atomic commands.
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logic; Programming logic.
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1 Introduction
Formal methods aim to automate the improvement of software reliability and security. Notable suc-
cess stories are, e.g., the Astrée static analyzer [Blanchet et al. 2003], the SLAM model checker [Ball
and Rajamani 2001], the certi#ed C compiler CompCert [Leroy 2009], VCC for safety properties
veri#cation [Cohen et al. 2009], and the Frama-C platform for the integration of many C code
analyses [Baudin et al. 2021]. Despite that, e!ective program correctness methods struggle to reach
mainstream adoption, mostly because they exploit over-approximation to handle decidability issues
and false positives are seen as a distraction by expert programmers. Being free from false positives
is possibly the reason why under-approximation approaches for bug-#nding, such as testing and
bounded model checking, are preferred in industrial applications. Incorrectness Logic (IL) [O’Hearn
2020] is a new program logic for bug-#nding: any error state found in the post can be produced by
some input states that satisfy the pre. However, IL triples are not able to characterize precisely the
input states that are responsible for a given error. This is possibly rooted in the forward $avor of the
under-approximation, which follows the ordinary direction of code execution.
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 
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1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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Summary. We present here an axiomatic approach which enables one to prove 
by formal methods that his program is "totally correct" (i.e., it terminates and is 
logically correct--does what it is supposed to do). The approach is similar to Hoare's 
approach [3] for proving that a program is "partially correct" (i.e., that  whenever 
it terminates it produces correct results). Our extension to Hoare's method lies in 
the possibility of proving both correctness and termination by one unified formalism. 
One can choose to prove total correctness by a single step, or by incremental proof 
steps, each step establishing more properties of the program. 

I. Introduction 

The class of programs we treat  in this paper  is the class of while programs 
which are written in an Algol-like language allowing assignment statements,  
conditional statements,  compound statements and while statements.  Go to 
statements and procedure calls are explicitly excluded, but this restriction does not 
seem essential and can be removed by appropriate extension of the results 
presented here. 

For this class of programs we presen t a method, based on Hoare 's  [3] axio- 
matic  approach, by which both termination and correctness can be proved. 

To review Hoare 's  notation, he uses theorems of the form 

{p (2) IB [ q (2)} 

(where p, q are predicates, and B is a program segment) to mean that  for every 
2, if p (2) holds prior to execution of B and the execution of B terminates, then 
the resulting values after execution will satisfy q ($). His system consists of several 
basic theorems--axioms--describing the transformation on program variables 
effected by simple statements,  and in]erence rules by which theorems for small 
segments can be combined into one theorem for a larger segment. Among those 
are a concatenation rule, a conditional rule, and a while rule. If  start ing from the 
axioms about the simple statements of a program P, and employing inference 
rules one is able to deduce 

{r (2) l P I~o (~)}, 
then one has shown in fact the partial correctness of P with respect to r and % 
i.e., that  for every 2 satisfying ~b (2) for which the execution of P terminates, 
~o (2) holds for the resulting variables'  values. A formal exposition of this approach 
is presented in Igaxashi, London and Luckham [5]. 
tTb Aeta Informatica, Vol. 3 

10

Incorrectness Logic

PETER W. O’HEARN, Facebook and University College London, UK

Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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Outcome Logic: A Unifying Foundation for Correctness and
Incorrectness Reasoning

NOAM ZILBERSTEIN, Cornell University, USA
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Program logics for bug-finding (such as the recently introduced Incorrectness Logic) have framed correctness
and incorrectness as dual concepts requiring different logical foundations. In this paper, we argue that a single
unified theory can be used for both correctness and incorrectness reasoning. We present Outcome Logic (OL),
a novel generalization of Hoare Logic that is both monadic (to capture computational effects) and monoidal
(to reason about outcomes and reachability). OL expresses true positive bugs, while retaining correctness
reasoning abilities as well. To formalize the applicability of OL to both correctness and incorrectness, we prove
that any false OL specification can be disproven in OL itself. We also use our framework to reason about new
types of incorrectness in nondeterministic and probabilistic programs. Given these advances, we advocate for
OL as a new foundational theory of correctness and incorrectness.

CCS Concepts: •Theory of computation→Hoare logic; Separation logic; Logic and verification;Program
specifications.
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“Program correctness and incorrectness are two sides of the same coin.” – O’Hearn [2019]

1 INTRODUCTION

Developing formal methods to prove program correctness—the absence of bugs—has been a holy
grail in program logic and static analysis research for many decades. However, seeing as many
static analyses deployed in practice are bug-finding tools, O’Hearn [2019] recently advocated for
the development of formal methods for proving program incorrectness; we need expressive, efficient,
and compositional ways to reliably identify the presence of bugs as well.
The aforementioned paper of O’Hearn [2019] proposed Incorrectness Logic (IL) as a logical

foundation for reasoning about program incorrectness. IL is inspired by—and in a precise technical
sense dual to—Hoare Logic. Like Hoare Logic, IL specifications are compositional, given in terms
of preconditions 𝑃 and postconditions 𝑄 . Hoare Triples {𝑃} 𝐶 {𝑄} stipulate that the result of
running the program𝐶 on any state satisfying 𝑃 will be a state that satisfies𝑄 . Incorrectness Triples
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Sound over-approximation methods are e!ective for proving the absence of errors, but inevitably produce
false alarms that can hamper programmers. In contrast, under-approximation methods focus on bug detection
and are free from false alarms. In this work, we present two novel proof systems designed to locate the source
of errors via backward under-approximation, namely Su"cient Incorrectness Logic (SIL) and its specialization
for handling memory errors, called Separation SIL. The SIL proof system is minimal, sound and complete
for Lisbon triples, enabling a detailed comparison of triple-based program logics across various dimensions,
including negation, approximation, execution order, and analysis objectives. More importantly, SIL lays the
foundation for our main technical contribution, by distilling the inference rules of Separation SIL, a sound and
(relatively) complete proof system for automated backward reasoning in programs involving pointers and
dynamic memory allocation. The completeness result for Separation SIL relies on a careful crafting of both
the assertion language and the rules for atomic commands.

CCS Concepts: • Theory of computation → Logic and veri!cation; Proof theory; Hoare logic; Separation
logic; Programming logic.
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1 Introduction
Formal methods aim to automate the improvement of software reliability and security. Notable suc-
cess stories are, e.g., the Astrée static analyzer [Blanchet et al. 2003], the SLAM model checker [Ball
and Rajamani 2001], the certi#ed C compiler CompCert [Leroy 2009], VCC for safety properties
veri#cation [Cohen et al. 2009], and the Frama-C platform for the integration of many C code
analyses [Baudin et al. 2021]. Despite that, e!ective program correctness methods struggle to reach
mainstream adoption, mostly because they exploit over-approximation to handle decidability issues
and false positives are seen as a distraction by expert programmers. Being free from false positives
is possibly the reason why under-approximation approaches for bug-#nding, such as testing and
bounded model checking, are preferred in industrial applications. Incorrectness Logic (IL) [O’Hearn
2020] is a new program logic for bug-#nding: any error state found in the post can be produced by
some input states that satisfy the pre. However, IL triples are not able to characterize precisely the
input states that are responsible for a given error. This is possibly rooted in the forward $avor of the
under-approximation, which follows the ordinary direction of code execution.
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 
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1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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Summary. We present here an axiomatic approach which enables one to prove 
by formal methods that his program is "totally correct" (i.e., it terminates and is 
logically correct--does what it is supposed to do). The approach is similar to Hoare's 
approach [3] for proving that a program is "partially correct" (i.e., that  whenever 
it terminates it produces correct results). Our extension to Hoare's method lies in 
the possibility of proving both correctness and termination by one unified formalism. 
One can choose to prove total correctness by a single step, or by incremental proof 
steps, each step establishing more properties of the program. 

I. Introduction 

The class of programs we treat  in this paper  is the class of while programs 
which are written in an Algol-like language allowing assignment statements,  
conditional statements,  compound statements and while statements.  Go to 
statements and procedure calls are explicitly excluded, but this restriction does not 
seem essential and can be removed by appropriate extension of the results 
presented here. 

For this class of programs we presen t a method, based on Hoare 's  [3] axio- 
matic  approach, by which both termination and correctness can be proved. 

To review Hoare 's  notation, he uses theorems of the form 

{p (2) IB [ q (2)} 

(where p, q are predicates, and B is a program segment) to mean that  for every 
2, if p (2) holds prior to execution of B and the execution of B terminates, then 
the resulting values after execution will satisfy q ($). His system consists of several 
basic theorems--axioms--describing the transformation on program variables 
effected by simple statements,  and in]erence rules by which theorems for small 
segments can be combined into one theorem for a larger segment. Among those 
are a concatenation rule, a conditional rule, and a while rule. If  start ing from the 
axioms about the simple statements of a program P, and employing inference 
rules one is able to deduce 

{r (2) l P I~o (~)}, 
then one has shown in fact the partial correctness of P with respect to r and % 
i.e., that  for every 2 satisfying ~b (2) for which the execution of P terminates, 
~o (2) holds for the resulting variables'  values. A formal exposition of this approach 
is presented in Igaxashi, London and Luckham [5]. 
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Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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Outcome Logic: A Unifying Foundation for Correctness and
Incorrectness Reasoning
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Program logics for bug-finding (such as the recently introduced Incorrectness Logic) have framed correctness
and incorrectness as dual concepts requiring different logical foundations. In this paper, we argue that a single
unified theory can be used for both correctness and incorrectness reasoning. We present Outcome Logic (OL),
a novel generalization of Hoare Logic that is both monadic (to capture computational effects) and monoidal
(to reason about outcomes and reachability). OL expresses true positive bugs, while retaining correctness
reasoning abilities as well. To formalize the applicability of OL to both correctness and incorrectness, we prove
that any false OL specification can be disproven in OL itself. We also use our framework to reason about new
types of incorrectness in nondeterministic and probabilistic programs. Given these advances, we advocate for
OL as a new foundational theory of correctness and incorrectness.

CCS Concepts: •Theory of computation→Hoare logic; Separation logic; Logic and verification;Program
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“Program correctness and incorrectness are two sides of the same coin.” – O’Hearn [2019]

1 INTRODUCTION

Developing formal methods to prove program correctness—the absence of bugs—has been a holy
grail in program logic and static analysis research for many decades. However, seeing as many
static analyses deployed in practice are bug-finding tools, O’Hearn [2019] recently advocated for
the development of formal methods for proving program incorrectness; we need expressive, efficient,
and compositional ways to reliably identify the presence of bugs as well.
The aforementioned paper of O’Hearn [2019] proposed Incorrectness Logic (IL) as a logical

foundation for reasoning about program incorrectness. IL is inspired by—and in a precise technical
sense dual to—Hoare Logic. Like Hoare Logic, IL specifications are compositional, given in terms
of preconditions 𝑃 and postconditions 𝑄 . Hoare Triples {𝑃} 𝐶 {𝑄} stipulate that the result of
running the program𝐶 on any state satisfying 𝑃 will be a state that satisfies𝑄 . Incorrectness Triples
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Sound over-approximation methods are e!ective for proving the absence of errors, but inevitably produce
false alarms that can hamper programmers. In contrast, under-approximation methods focus on bug detection
and are free from false alarms. In this work, we present two novel proof systems designed to locate the source
of errors via backward under-approximation, namely Su"cient Incorrectness Logic (SIL) and its specialization
for handling memory errors, called Separation SIL. The SIL proof system is minimal, sound and complete
for Lisbon triples, enabling a detailed comparison of triple-based program logics across various dimensions,
including negation, approximation, execution order, and analysis objectives. More importantly, SIL lays the
foundation for our main technical contribution, by distilling the inference rules of Separation SIL, a sound and
(relatively) complete proof system for automated backward reasoning in programs involving pointers and
dynamic memory allocation. The completeness result for Separation SIL relies on a careful crafting of both
the assertion language and the rules for atomic commands.

CCS Concepts: • Theory of computation → Logic and veri!cation; Proof theory; Hoare logic; Separation
logic; Programming logic.
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1 Introduction
Formal methods aim to automate the improvement of software reliability and security. Notable suc-
cess stories are, e.g., the Astrée static analyzer [Blanchet et al. 2003], the SLAM model checker [Ball
and Rajamani 2001], the certi#ed C compiler CompCert [Leroy 2009], VCC for safety properties
veri#cation [Cohen et al. 2009], and the Frama-C platform for the integration of many C code
analyses [Baudin et al. 2021]. Despite that, e!ective program correctness methods struggle to reach
mainstream adoption, mostly because they exploit over-approximation to handle decidability issues
and false positives are seen as a distraction by expert programmers. Being free from false positives
is possibly the reason why under-approximation approaches for bug-#nding, such as testing and
bounded model checking, are preferred in industrial applications. Incorrectness Logic (IL) [O’Hearn
2020] is a new program logic for bug-#nding: any error state found in the post can be produced by
some input states that satisfy the pre. However, IL triples are not able to characterize precisely the
input states that are responsible for a given error. This is possibly rooted in the forward $avor of the
under-approximation, which follows the ordinary direction of code execution.
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 
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proofs of programs, formal language definition, programming language 
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1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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Summary. We present here an axiomatic approach which enables one to prove 
by formal methods that his program is "totally correct" (i.e., it terminates and is 
logically correct--does what it is supposed to do). The approach is similar to Hoare's 
approach [3] for proving that a program is "partially correct" (i.e., that  whenever 
it terminates it produces correct results). Our extension to Hoare's method lies in 
the possibility of proving both correctness and termination by one unified formalism. 
One can choose to prove total correctness by a single step, or by incremental proof 
steps, each step establishing more properties of the program. 

I. Introduction 

The class of programs we treat  in this paper  is the class of while programs 
which are written in an Algol-like language allowing assignment statements,  
conditional statements,  compound statements and while statements.  Go to 
statements and procedure calls are explicitly excluded, but this restriction does not 
seem essential and can be removed by appropriate extension of the results 
presented here. 

For this class of programs we presen t a method, based on Hoare 's  [3] axio- 
matic  approach, by which both termination and correctness can be proved. 

To review Hoare 's  notation, he uses theorems of the form 

{p (2) IB [ q (2)} 

(where p, q are predicates, and B is a program segment) to mean that  for every 
2, if p (2) holds prior to execution of B and the execution of B terminates, then 
the resulting values after execution will satisfy q ($). His system consists of several 
basic theorems--axioms--describing the transformation on program variables 
effected by simple statements,  and in]erence rules by which theorems for small 
segments can be combined into one theorem for a larger segment. Among those 
are a concatenation rule, a conditional rule, and a while rule. If  start ing from the 
axioms about the simple statements of a program P, and employing inference 
rules one is able to deduce 

{r (2) l P I~o (~)}, 
then one has shown in fact the partial correctness of P with respect to r and % 
i.e., that  for every 2 satisfying ~b (2) for which the execution of P terminates, 
~o (2) holds for the resulting variables'  values. A formal exposition of this approach 
is presented in Igaxashi, London and Luckham [5]. 
tTb Aeta Informatica, Vol. 3 
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Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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Program logics for bug-finding (such as the recently introduced Incorrectness Logic) have framed correctness
and incorrectness as dual concepts requiring different logical foundations. In this paper, we argue that a single
unified theory can be used for both correctness and incorrectness reasoning. We present Outcome Logic (OL),
a novel generalization of Hoare Logic that is both monadic (to capture computational effects) and monoidal
(to reason about outcomes and reachability). OL expresses true positive bugs, while retaining correctness
reasoning abilities as well. To formalize the applicability of OL to both correctness and incorrectness, we prove
that any false OL specification can be disproven in OL itself. We also use our framework to reason about new
types of incorrectness in nondeterministic and probabilistic programs. Given these advances, we advocate for
OL as a new foundational theory of correctness and incorrectness.
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“Program correctness and incorrectness are two sides of the same coin.” – O’Hearn [2019]

1 INTRODUCTION

Developing formal methods to prove program correctness—the absence of bugs—has been a holy
grail in program logic and static analysis research for many decades. However, seeing as many
static analyses deployed in practice are bug-finding tools, O’Hearn [2019] recently advocated for
the development of formal methods for proving program incorrectness; we need expressive, efficient,
and compositional ways to reliably identify the presence of bugs as well.
The aforementioned paper of O’Hearn [2019] proposed Incorrectness Logic (IL) as a logical

foundation for reasoning about program incorrectness. IL is inspired by—and in a precise technical
sense dual to—Hoare Logic. Like Hoare Logic, IL specifications are compositional, given in terms
of preconditions 𝑃 and postconditions 𝑄 . Hoare Triples {𝑃} 𝐶 {𝑄} stipulate that the result of
running the program𝐶 on any state satisfying 𝑃 will be a state that satisfies𝑄 . Incorrectness Triples
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Sound over-approximation methods are e!ective for proving the absence of errors, but inevitably produce
false alarms that can hamper programmers. In contrast, under-approximation methods focus on bug detection
and are free from false alarms. In this work, we present two novel proof systems designed to locate the source
of errors via backward under-approximation, namely Su"cient Incorrectness Logic (SIL) and its specialization
for handling memory errors, called Separation SIL. The SIL proof system is minimal, sound and complete
for Lisbon triples, enabling a detailed comparison of triple-based program logics across various dimensions,
including negation, approximation, execution order, and analysis objectives. More importantly, SIL lays the
foundation for our main technical contribution, by distilling the inference rules of Separation SIL, a sound and
(relatively) complete proof system for automated backward reasoning in programs involving pointers and
dynamic memory allocation. The completeness result for Separation SIL relies on a careful crafting of both
the assertion language and the rules for atomic commands.
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1 Introduction
Formal methods aim to automate the improvement of software reliability and security. Notable suc-
cess stories are, e.g., the Astrée static analyzer [Blanchet et al. 2003], the SLAM model checker [Ball
and Rajamani 2001], the certi#ed C compiler CompCert [Leroy 2009], VCC for safety properties
veri#cation [Cohen et al. 2009], and the Frama-C platform for the integration of many C code
analyses [Baudin et al. 2021]. Despite that, e!ective program correctness methods struggle to reach
mainstream adoption, mostly because they exploit over-approximation to handle decidability issues
and false positives are seen as a distraction by expert programmers. Being free from false positives
is possibly the reason why under-approximation approaches for bug-#nding, such as testing and
bounded model checking, are preferred in industrial applications. Incorrectness Logic (IL) [O’Hearn
2020] is a new program logic for bug-#nding: any error state found in the post can be produced by
some input states that satisfy the pre. However, IL triples are not able to characterize precisely the
input states that are responsible for a given error. This is possibly rooted in the forward $avor of the
under-approximation, which follows the ordinary direction of code execution.
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 
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1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 
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of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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Summary. We present here an axiomatic approach which enables one to prove 
by formal methods that his program is "totally correct" (i.e., it terminates and is 
logically correct--does what it is supposed to do). The approach is similar to Hoare's 
approach [3] for proving that a program is "partially correct" (i.e., that  whenever 
it terminates it produces correct results). Our extension to Hoare's method lies in 
the possibility of proving both correctness and termination by one unified formalism. 
One can choose to prove total correctness by a single step, or by incremental proof 
steps, each step establishing more properties of the program. 

I. Introduction 

The class of programs we treat  in this paper  is the class of while programs 
which are written in an Algol-like language allowing assignment statements,  
conditional statements,  compound statements and while statements.  Go to 
statements and procedure calls are explicitly excluded, but this restriction does not 
seem essential and can be removed by appropriate extension of the results 
presented here. 

For this class of programs we presen t a method, based on Hoare 's  [3] axio- 
matic  approach, by which both termination and correctness can be proved. 

To review Hoare 's  notation, he uses theorems of the form 

{p (2) IB [ q (2)} 

(where p, q are predicates, and B is a program segment) to mean that  for every 
2, if p (2) holds prior to execution of B and the execution of B terminates, then 
the resulting values after execution will satisfy q ($). His system consists of several 
basic theorems--axioms--describing the transformation on program variables 
effected by simple statements,  and in]erence rules by which theorems for small 
segments can be combined into one theorem for a larger segment. Among those 
are a concatenation rule, a conditional rule, and a while rule. If  start ing from the 
axioms about the simple statements of a program P, and employing inference 
rules one is able to deduce 

{r (2) l P I~o (~)}, 
then one has shown in fact the partial correctness of P with respect to r and % 
i.e., that  for every 2 satisfying ~b (2) for which the execution of P terminates, 
~o (2) holds for the resulting variables'  values. A formal exposition of this approach 
is presented in Igaxashi, London and Luckham [5]. 
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Incorrectness Logic

PETER W. O’HEARN, Facebook and University College London, UK

Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.

CCS Concepts: • Theory of computation→ Programming logic.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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Outcome Logic: A Unifying Foundation for Correctness and
Incorrectness Reasoning

NOAM ZILBERSTEIN, Cornell University, USA
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Program logics for bug-finding (such as the recently introduced Incorrectness Logic) have framed correctness
and incorrectness as dual concepts requiring different logical foundations. In this paper, we argue that a single
unified theory can be used for both correctness and incorrectness reasoning. We present Outcome Logic (OL),
a novel generalization of Hoare Logic that is both monadic (to capture computational effects) and monoidal
(to reason about outcomes and reachability). OL expresses true positive bugs, while retaining correctness
reasoning abilities as well. To formalize the applicability of OL to both correctness and incorrectness, we prove
that any false OL specification can be disproven in OL itself. We also use our framework to reason about new
types of incorrectness in nondeterministic and probabilistic programs. Given these advances, we advocate for
OL as a new foundational theory of correctness and incorrectness.

CCS Concepts: •Theory of computation→Hoare logic; Separation logic; Logic and verification;Program
specifications.

Additional Key Words and Phrases: Program Logics, Hoare Logic, Incorrectness Reasoning
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“Program correctness and incorrectness are two sides of the same coin.” – O’Hearn [2019]

1 INTRODUCTION

Developing formal methods to prove program correctness—the absence of bugs—has been a holy
grail in program logic and static analysis research for many decades. However, seeing as many
static analyses deployed in practice are bug-finding tools, O’Hearn [2019] recently advocated for
the development of formal methods for proving program incorrectness; we need expressive, efficient,
and compositional ways to reliably identify the presence of bugs as well.
The aforementioned paper of O’Hearn [2019] proposed Incorrectness Logic (IL) as a logical

foundation for reasoning about program incorrectness. IL is inspired by—and in a precise technical
sense dual to—Hoare Logic. Like Hoare Logic, IL specifications are compositional, given in terms
of preconditions 𝑃 and postconditions 𝑄 . Hoare Triples {𝑃} 𝐶 {𝑄} stipulate that the result of
running the program𝐶 on any state satisfying 𝑃 will be a state that satisfies𝑄 . Incorrectness Triples
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Sound over-approximation methods are e!ective for proving the absence of errors, but inevitably produce
false alarms that can hamper programmers. In contrast, under-approximation methods focus on bug detection
and are free from false alarms. In this work, we present two novel proof systems designed to locate the source
of errors via backward under-approximation, namely Su"cient Incorrectness Logic (SIL) and its specialization
for handling memory errors, called Separation SIL. The SIL proof system is minimal, sound and complete
for Lisbon triples, enabling a detailed comparison of triple-based program logics across various dimensions,
including negation, approximation, execution order, and analysis objectives. More importantly, SIL lays the
foundation for our main technical contribution, by distilling the inference rules of Separation SIL, a sound and
(relatively) complete proof system for automated backward reasoning in programs involving pointers and
dynamic memory allocation. The completeness result for Separation SIL relies on a careful crafting of both
the assertion language and the rules for atomic commands.

CCS Concepts: • Theory of computation → Logic and veri!cation; Proof theory; Hoare logic; Separation
logic; Programming logic.
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1 Introduction
Formal methods aim to automate the improvement of software reliability and security. Notable suc-
cess stories are, e.g., the Astrée static analyzer [Blanchet et al. 2003], the SLAM model checker [Ball
and Rajamani 2001], the certi#ed C compiler CompCert [Leroy 2009], VCC for safety properties
veri#cation [Cohen et al. 2009], and the Frama-C platform for the integration of many C code
analyses [Baudin et al. 2021]. Despite that, e!ective program correctness methods struggle to reach
mainstream adoption, mostly because they exploit over-approximation to handle decidability issues
and false positives are seen as a distraction by expert programmers. Being free from false positives
is possibly the reason why under-approximation approaches for bug-#nding, such as testing and
bounded model checking, are preferred in industrial applications. Incorrectness Logic (IL) [O’Hearn
2020] is a new program logic for bug-#nding: any error state found in the post can be produced by
some input states that satisfy the pre. However, IL triples are not able to characterize precisely the
input states that are responsible for a given error. This is possibly rooted in the forward $avor of the
under-approximation, which follows the ordinary direction of code execution.
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Computer Programming 
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In this paper an attempt is made to explore the logical founda- 
tions of computer programming by use of techniques which 
were first applied in the study of geometry and have later 
been extended to other branches of mathematics. This in- 
volves the elucidation of sets of axioms and rules of inference 
which can be used in proofs of the properties of computer 
programs. Examples are given of such axioms and rules, and 
a formal proof of  a simple theorem is displayed. Finally, it is 
argued that important advantages, both theoretical and prac- 
tical, may follow f rom a pursuance of  these topics. 

KEY WORDS AND PHRASES: axiomatic method, theory of programming' 
proofs of programs, formal language definition, programming language 
design, machine-independent programming, program documentation 
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1. Introduction 

Computer  programming is an exact science in that  all 
the properties of a program and all the consequences of 
executing it  in any given environment can, in principle, 
be found out from the text of the program itself by means 
of purely deductive reasoning. Deductive reasoning in- 
volves the application of valid rules of inference to sets of 
valid axioms. I t  is therefore desirable and interesting to 
elucidate the axioms and rules of inference which underlie 
our reasoning about computer programs. The exact choice 
of axioms will to some extent depend on the choice of 
programming language. For illustrative purposes, this 
paper is confined to a very simple language, which is effec- 
tively a subset of all eurrent procedure-oriented languages. 

2. Computer Arithmetic  
The first requirement in valid reasoning about a pro- 

gram is to know the properties of the elementary operations 
which it  invokes, for example, addition and multiplication 
of integers. Unfortunately, in several respects computer 
arithmetic is not the same as the arithmetic familiar to 
mathematicians, and it  is necessary to exercise some care 
in selecting an appropriate set of axioms. For example, the 
axioms displayed in Table I are rather a small selection 
of axioms relevant to integers. From this incomplete set 

* Depurtment of Computer Science 

of axioms it is possible to deduce such simple theorems as: 

x = x + y X O  

y < r  ~ r  + y  X q = ( r -  y) + y  X (1 + q )  

The proof of the second of these is: 

A5 ( r - - y )  + y X ( l + q )  

= ( r - - y ) +  ( y X l + y X q )  

A9 = ( r - -  y) + (y + y  X q) 

A3 = ( ( r - - y ) + y ) + y X q  

A6 = r + y X q p rov idedy  < r 

The axioms A1 to A9 are, of course, true of the tradi- 
tional infinite set of integers in mathematics. However, 
they are also true of the finite sets of "integers" which are 
manipulated by computers provided that  they are con- 
fined to nonnegative numbers. Their  t ru th  is independent 
of the size of the set; furthermore, it is largely independent 
of the choice of technique applied in the event of "over- 
flow"; for example: 

(1) Strict interpretation: the result of an overflowing 
operation does not exist; when overflow occurs, the offend- 
ing program never completes its operation. Note  that  in 
this case, the equalities of A1 to A9 are strict, in the sense 
that  both sides exist or fail to exist together. 

(2) Firm boundary:  the result of an overflowing opera- 
tion is taken as the maximum value represented. 

(3) Modulo arithmetic: the result of an overflowing 
operation is computed modulo the size of the set of integers 
represented. 

These three techniques are illustrated in Table I I  by 
addition and multiplication tables for a trivially small 
model in which 0, 1, 2, and 3 are the only integers repre- 
sented. 

I t  is interesting to note that  the different systems satisfy- 
ing axioms A1 to A9 may be rigorously distinguished from 
each other by choosing a particular one of a set of mutually 
exclusive supplementary axioms. For  example, infinite 
arithmetic satisfies the axiom: 

A10z ~ 3 x V y  (y < x), 

where all finite arithmetics satisfy: 

A10~ Vx (x < max) 

where "max" denotes the largest integer represented. 
Similarly, the three treatments of overflow may be 

distinguished by a choice of one of the following aMoms 
relating to the value of max + 1: 

A l l s  ~ 3 x  (x = max + 1) (strict interpretation) 

A l l ,  max + 1 = max (firm boundary)  

AllM max + 1 = 0 (modulo arithmetic) 

Having selected one of these axioms, it  is possible to 
use it  in deducing the properties of programs; however, 
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Summary. We present here an axiomatic approach which enables one to prove 
by formal methods that his program is "totally correct" (i.e., it terminates and is 
logically correct--does what it is supposed to do). The approach is similar to Hoare's 
approach [3] for proving that a program is "partially correct" (i.e., that  whenever 
it terminates it produces correct results). Our extension to Hoare's method lies in 
the possibility of proving both correctness and termination by one unified formalism. 
One can choose to prove total correctness by a single step, or by incremental proof 
steps, each step establishing more properties of the program. 

I. Introduction 

The class of programs we treat  in this paper  is the class of while programs 
which are written in an Algol-like language allowing assignment statements,  
conditional statements,  compound statements and while statements.  Go to 
statements and procedure calls are explicitly excluded, but this restriction does not 
seem essential and can be removed by appropriate extension of the results 
presented here. 

For this class of programs we presen t a method, based on Hoare 's  [3] axio- 
matic  approach, by which both termination and correctness can be proved. 

To review Hoare 's  notation, he uses theorems of the form 

{p (2) IB [ q (2)} 

(where p, q are predicates, and B is a program segment) to mean that  for every 
2, if p (2) holds prior to execution of B and the execution of B terminates, then 
the resulting values after execution will satisfy q ($). His system consists of several 
basic theorems--axioms--describing the transformation on program variables 
effected by simple statements,  and in]erence rules by which theorems for small 
segments can be combined into one theorem for a larger segment. Among those 
are a concatenation rule, a conditional rule, and a while rule. If  start ing from the 
axioms about the simple statements of a program P, and employing inference 
rules one is able to deduce 

{r (2) l P I~o (~)}, 
then one has shown in fact the partial correctness of P with respect to r and % 
i.e., that  for every 2 satisfying ~b (2) for which the execution of P terminates, 
~o (2) holds for the resulting variables'  values. A formal exposition of this approach 
is presented in Igaxashi, London and Luckham [5]. 
tTb Aeta Informatica, Vol. 3 
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Incorrectness Logic

PETER W. O’HEARN, Facebook and University College London, UK

Program correctness and incorrectness are two sides of the same coin. As a programmer, even if you would
like to have correctness, you might !nd yourself spending most of your time reasoning about incorrectness.
This includes informal reasoning that people do while looking at or thinking about their code, as well as that
supported by automated testing and static analysis tools. This paper describes a simple logic for program
incorrectness which is, in a sense, the other side of the coin to Hoare’s logic of correctness.
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1 INTRODUCTION

When reasoning informally about a program, people make abstract inferences about what might
go wrong, as well as about what must go right. A programmer might ask “will the program crash
if we give it a large string?”, without saying which large string. In this paper we investigate the
hypothesis that reasoning about the presence of bugs can be underpinned by sound techniques
in a principled logical system, just as reasoning about correctness (absence of bugs) has been
demonstrated to have sound logical principles in an extensive research literature. We also consider
the relationship of the principles to automated reasoning tools for !nding bugs in software.

We explore our hypothesis by de!ning incorrectness logic, a formalism that is similar to Hoare’s
logic of program correctness [Hoare 1969], except that it is oriented to proving incorrectness rather
than correctness. Hoare’s theory is based on speci!cations of the form

{pre-condition}code{post-condition}

which say that the post-condition over-approximates (describes a superset of) the states reachable
upon termination when the code is executed starting from states satisfying the pre-condition (the
so-called strongest post). Conversely, we use a speci!cation form

[presumption]code[result]

which says that the post-assertion result be an under-approximation (subset) of the !nal states that
can be reached starting from states satisfying the presumption.

The under-approximate triples were studied (with a di"erent but equivalent de!nition) previously
by de Vries and Koutavas [2011] in their reverse Hoare logic, which they used to specify randomized
algorithms. Incorrectness logic adds post-assertions for errors as well as for normal termination, and
these assertions describe erroneous states that can be reached by actual program executions. Dijkstra
[1976] famously remarked that “testing can be quite e"ective for showing the presence of bugs, but
is hopelessly inadequate for showing their absence,” and he made this remark while arguing for the
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Outcome Logic: A Unifying Foundation for Correctness and
Incorrectness Reasoning
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Program logics for bug-finding (such as the recently introduced Incorrectness Logic) have framed correctness
and incorrectness as dual concepts requiring different logical foundations. In this paper, we argue that a single
unified theory can be used for both correctness and incorrectness reasoning. We present Outcome Logic (OL),
a novel generalization of Hoare Logic that is both monadic (to capture computational effects) and monoidal
(to reason about outcomes and reachability). OL expresses true positive bugs, while retaining correctness
reasoning abilities as well. To formalize the applicability of OL to both correctness and incorrectness, we prove
that any false OL specification can be disproven in OL itself. We also use our framework to reason about new
types of incorrectness in nondeterministic and probabilistic programs. Given these advances, we advocate for
OL as a new foundational theory of correctness and incorrectness.

CCS Concepts: •Theory of computation→Hoare logic; Separation logic; Logic and verification;Program
specifications.

Additional Key Words and Phrases: Program Logics, Hoare Logic, Incorrectness Reasoning

ACM Reference Format:
Noam Zilberstein, Derek Dreyer, and Alexandra Silva. 2023. Outcome Logic: A Unifying Foundation for
Correctness and Incorrectness Reasoning. Proc. ACM Program. Lang. 7, OOPSLA1, Article 93 (April 2023),
29 pages. https://doi.org/10.1145/3586045

“Program correctness and incorrectness are two sides of the same coin.” – O’Hearn [2019]

1 INTRODUCTION

Developing formal methods to prove program correctness—the absence of bugs—has been a holy
grail in program logic and static analysis research for many decades. However, seeing as many
static analyses deployed in practice are bug-finding tools, O’Hearn [2019] recently advocated for
the development of formal methods for proving program incorrectness; we need expressive, efficient,
and compositional ways to reliably identify the presence of bugs as well.
The aforementioned paper of O’Hearn [2019] proposed Incorrectness Logic (IL) as a logical

foundation for reasoning about program incorrectness. IL is inspired by—and in a precise technical
sense dual to—Hoare Logic. Like Hoare Logic, IL specifications are compositional, given in terms
of preconditions 𝑃 and postconditions 𝑄 . Hoare Triples {𝑃} 𝐶 {𝑄} stipulate that the result of
running the program𝐶 on any state satisfying 𝑃 will be a state that satisfies𝑄 . Incorrectness Triples
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Sound over-approximation methods are e!ective for proving the absence of errors, but inevitably produce
false alarms that can hamper programmers. In contrast, under-approximation methods focus on bug detection
and are free from false alarms. In this work, we present two novel proof systems designed to locate the source
of errors via backward under-approximation, namely Su"cient Incorrectness Logic (SIL) and its specialization
for handling memory errors, called Separation SIL. The SIL proof system is minimal, sound and complete
for Lisbon triples, enabling a detailed comparison of triple-based program logics across various dimensions,
including negation, approximation, execution order, and analysis objectives. More importantly, SIL lays the
foundation for our main technical contribution, by distilling the inference rules of Separation SIL, a sound and
(relatively) complete proof system for automated backward reasoning in programs involving pointers and
dynamic memory allocation. The completeness result for Separation SIL relies on a careful crafting of both
the assertion language and the rules for atomic commands.

CCS Concepts: • Theory of computation → Logic and veri!cation; Proof theory; Hoare logic; Separation
logic; Programming logic.
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1 Introduction
Formal methods aim to automate the improvement of software reliability and security. Notable suc-
cess stories are, e.g., the Astrée static analyzer [Blanchet et al. 2003], the SLAM model checker [Ball
and Rajamani 2001], the certi#ed C compiler CompCert [Leroy 2009], VCC for safety properties
veri#cation [Cohen et al. 2009], and the Frama-C platform for the integration of many C code
analyses [Baudin et al. 2021]. Despite that, e!ective program correctness methods struggle to reach
mainstream adoption, mostly because they exploit over-approximation to handle decidability issues
and false positives are seen as a distraction by expert programmers. Being free from false positives
is possibly the reason why under-approximation approaches for bug-#nding, such as testing and
bounded model checking, are preferred in industrial applications. Incorrectness Logic (IL) [O’Hearn
2020] is a new program logic for bug-#nding: any error state found in the post can be produced by
some input states that satisfy the pre. However, IL triples are not able to characterize precisely the
input states that are responsible for a given error. This is possibly rooted in the forward $avor of the
under-approximation, which follows the ordinary direction of code execution.
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Main objective
• A novel standard notation for holistic reasoning


• Encompass all existing taxonomies


• Exploit similarities to build a unique proof system


• Combine multiple analyses to improve precision


• Define a reference, extensible template 

• Envisioning a new generation of code summaries

12

too many logics,  
too few brackets!



The idea in a nutshell
Encode approximation by standard braces
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Over-approximation Under-approximation Exact-approximation Unknown-approximation

⌈ ⋅ ⌉ ⌊ ⋅ ⌋ | ⋅ | ( ⋅ )

Notation is 
important!
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Valid triples for different views!
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            [x ≥ 0] r [0 ≤ x ≤ 2]
            [x ≥ 0] r [0 < x ≤ 2]
            {x ≥ 0} r {x ≥ 0}
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➡ If we start outside the pre we can reach errors

𝚜𝚑𝚞𝚏𝚏𝚕𝚎 ≜ 𝚊 := 𝚌𝚘𝚙𝚢(𝚋);
𝚖 := 𝟶;
𝚜𝚠𝚊𝚙(𝚊[𝚖++], 𝚊[𝚗𝚘𝚗𝚍𝚎𝚝(𝟶, 𝚊 . 𝚕𝚎𝚗 − 𝟷)])𝚔
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Over-approximation Under-approximation Exact-approximation Unknown-approximation

⌈ ⋅ ⌉ ⌊ ⋅ ⌋ | ⋅ | ( ⋅ )

Most precise 
“approximation"

No information
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⌈ ⋅ ⌉ ⌊ ⋅ ⌋ | ⋅ | ( ⋅ )
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“approximation"
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Lattice of approximation

53

Over-approximation Under-approximation Exact-approximation Unknown-approximation

⌈ ⋅ ⌉ ⌊ ⋅ ⌋ | ⋅ | ( ⋅ )

•  and  formalize join and meet of approximations


• We use  to reverse parenthesis, e.g., 

⊔ ⊓
⋅̄ ⌊ ⋅ ⌋ = ⌈ ⋅ ⌉

Most precise 
“approximation"

No information

P : ⌈R⌉ ⟺ R ⊆ P
P : ⌊R⌋ ⟺ P ⊆ R
P : |R | ⟺ R = P
P : (R) ⟺ no relation

Typing assertions

P : (|R |)α

 is a -approximation of P α R



|P | r |Q |

Triple lattice
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|P | r |Q |

⌈P⌉ r |Q |⌊P⌋ r |Q |

(P) r |Q |

Triple lattice
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|P | r |Q |

|P | r ⌊Q⌋
⌈P⌉ r |Q |⌊P⌋ r |Q |

(P) r |Q |
⌈P⌉ r ⌊Q⌋⌊P⌋ r ⌊Q⌋

(P) r ⌊Q⌋

Triple lattice
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|P | r |Q |

|P | r ⌊Q⌋
⌈P⌉ r |Q |⌊P⌋ r |Q |

(P) r |Q |
⌈P⌉ r ⌊Q⌋⌊P⌋ r ⌊Q⌋

(P) r ⌊Q⌋

|P | r ⌈Q⌉

⌈P⌉ r ⌈Q⌉⌊P⌋ r ⌈Q⌉

(P) r ⌈Q⌉

Triple lattice

56



|P | r |Q |

|P | r ⌊Q⌋
⌈P⌉ r |Q |⌊P⌋ r |Q |

(P) r |Q |
⌈P⌉ r ⌊Q⌋⌊P⌋ r ⌊Q⌋

(P) r ⌊Q⌋

|P | r ⌈Q⌉

⌈P⌉ r ⌈Q⌉⌊P⌋ r ⌈Q⌉

(P) r ⌈Q⌉
⌈P⌉ r (Q)⌊P⌋ r (Q)

(P) r (Q)

|P | r (Q)

Triple lattice
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Triple lattice

|P | r |Q |

|P | r ⌈Q⌉|P | r ⌊Q⌋

|P | r (Q)
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|P | r |Q |

⌊P⌋ r |Q |
|P | r ⌈Q⌉

⌊P⌋ r ⌈Q⌉

|P | r ⌊Q⌋

⌊P⌋ r ⌊Q⌋

⌊P⌋ r (Q)

|P | r (Q)

Triple lattice
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|P | r |Q |

⌊P⌋ r |Q |
|P | r ⌈Q⌉

⌊P⌋ r ⌈Q⌉

|P | r ⌊Q⌋

⌊P⌋ r ⌊Q⌋

⌊P⌋ r (Q)

|P | r (Q)

Triple lattice

⌈P⌉ r |Q |

⌈P⌉ r ⌈Q⌉⌈P⌉ r ⌊Q⌋

⌈P⌉ r (Q)
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|P | r |Q |

⌊P⌋ r |Q |
|P | r ⌈Q⌉

⌊P⌋ r ⌈Q⌉

|P | r ⌊Q⌋

⌊P⌋ r ⌊Q⌋

⌊P⌋ r (Q)

|P | r (Q)

Triple lattice

⌈P⌉ r |Q |

⌈P⌉ r ⌈Q⌉⌈P⌉ r ⌊Q⌋

⌈P⌉ r (Q)
(P) r ⌊Q⌋ (P) r ⌈Q⌉

(P) r (Q)

(P) r |Q |
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|P | r |Q |

⌈P⌉ r |Q |⌊P⌋ r |Q |
|P | r ⌈Q⌉

⌈P⌉ r ⌈Q⌉⌊P⌋ r ⌈Q⌉

|P | r ⌊Q⌋

⌈P⌉ r ⌊Q⌋⌊P⌋ r ⌊Q⌋

(P) r ⌊Q⌋
⌈P⌉ r (Q)

(P) r ⌈Q⌉
⌊P⌋ r (Q)

(P) r (Q)

(P) r |Q |

|P | r (Q)

Triple lattice
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Triple lattice
α ⊑ γ (|P |)α r (|Q |)β β ⊑ δ

(|P |)γ r (|Q |)δ
[𝖮𝗋𝖽]
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Sequential composition

61

{P} r1 {R} {R} r2 {Q}
{P} r1; r2 {Q} 𝖧𝖫𝗌𝖾𝗊 [P] r1 [R] [R] r2 [Q]

[P] r1; r2 [Q] 𝖨𝖫𝗌𝖾𝗊 ⟨P⟩ r1 ⟨R⟩ ⟨R⟩ r2 ⟨Q⟩
⟨P⟩ r1; r2 ⟨Q⟩ 𝖲𝖨𝖫𝗌𝖾𝗊



Sequential composition
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(P) r1 ⌈R⌉ (R) r2 ⌈Q⌉
(P) r1; r2 ⌈Q⌉ 𝖧𝖫𝗌𝖾𝗊 (P) r1 ⌊R⌋ (R) r2 ⌊Q⌋

(P) r1; r2 ⌊Q⌋ 𝖨𝖫𝗌𝖾𝗊 ⌊P⌋ r1 (R) ⌊R⌋ r2 (Q)
⌊P⌋ r1; r2 (Q) 𝖲𝖨𝖫𝗌𝖾𝗊

Using standard braces



Sequential composition
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(|P |)α r1 (|R |)β (|R |)γ r2 (|Q |)δ

(|P |)α⊔γ r1; r2 (|Q |)β⊔δ
[𝖲𝖾𝗊]

(P) r1 ⌈R⌉ (R) r2 ⌈Q⌉
(P) r1; r2 ⌈Q⌉ 𝖧𝖫𝗌𝖾𝗊 (P) r1 ⌊R⌋ (R) r2 ⌊Q⌋

(P) r1; r2 ⌊Q⌋ 𝖨𝖫𝗌𝖾𝗊 ⌊P⌋ r1 (R) ⌊R⌋ r2 (Q)
⌊P⌋ r1; r2 (Q) 𝖲𝖨𝖫𝗌𝖾𝗊

A single rule (for all triples!): 256 cases!

Using standard braces



Consequence rule
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P ⇒ P′ {P′ } r {Q′ } Q′ ⇒ Q
{P} r {Q} 𝖧𝖫𝗌𝖾𝗊

P ⇒ P′ ⟨P′ ⟩ r ⟨Q′ ⟩ Q′ ⇒ Q
⟨P⟩ r ⟨Q⟩ 𝖲𝖨𝖫𝗌𝖾𝗊

P′ ⇒ P [P′ ] r [Q′ ] Q ⇒ Q′ 

[P] r [Q] 𝖨𝖫𝗌𝖾𝗊



Consequence rule

64

P : ⌊P′ ⌋ (P′ ) r ⌈Q′ ⌉ Q : ⌈Q′ ⌉
(P) r ⌈Q⌉ 𝖧𝖫𝗌𝖾𝗊

P : ⌊P′ ⌋ ⌊P′ ⌋ r (Q′ ) Q : ⌈Q⌉
⌊P⌋ r (Q) 𝖲𝖨𝖫𝗌𝖾𝗊

P : ⌈P′ ⌉ (P′ ) r ⌊Q′ ⌋ Q : ⌊Q⌋
(P) r ⌊Q⌋ 𝖨𝖫𝗌𝖾𝗊

Using standard braces
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(|P |)α⊔γ⊔δ̄ r (|Q |)β⊔γ̄⊔δ
[𝖢𝗈𝗇𝗌]
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P : ⌊P′ ⌋ (P′ ) r ⌈Q′ ⌉ Q : ⌈Q′ ⌉
(P) r ⌈Q⌉ 𝖧𝖫𝗌𝖾𝗊
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Consequence rule

64

P : ⌊P′ ⌋ (P′ ) r ⌈Q′ ⌉ Q : ⌈Q′ ⌉
(P) r ⌈Q⌉ 𝖧𝖫𝗌𝖾𝗊

P : ⌊P′ ⌋ ⌊P′ ⌋ r (Q′ ) Q : ⌈Q⌉
⌊P⌋ r (Q) 𝖲𝖨𝖫𝗌𝖾𝗊

P : (|P′ |)γ (|P′ |)α r (|Q′ |)β Q : (|Q′ |)δ

(|P |)α⊔γ⊔δ̄ r (|Q |)β⊔γ̄⊔δ
[𝖢𝗈𝗇𝗌]

P : ⌈P′ ⌉ (P′ ) r ⌊Q′ ⌋ Q : ⌊Q⌋
(P) r ⌊Q⌋ 𝖨𝖫𝗌𝖾𝗊

Using standard braces

A single rule (for all triples!): 256 cases!



A Logic for All Reasons

65

(|P |)α r (|Q |)β x ∉ fv(r)
(|∃x . P |)α r (|∃x . Q |)β

[𝖤𝗑𝗂𝗌𝗍𝗌]
(|P1 |)α r (|Q1 |)β (|P2 |)α r (|Q2 |)β

(|P1 ∨ P2 |)α r (|Q1 ∨ Q2 |)β
[𝖣𝗂𝗌𝗃]

(|P |)α r1 (|Q1 |)β (|P |)γ r2 (|Q2 |)δ

(|P |)α⊔γ⊔⌊⋅⌋ r1 + r2 (|Q1 ∨ Q2 |)β⊔δ
[𝖢𝗁𝗈𝗂𝖼𝖾𝖫]

(|P |)α r1 (|Q |)β (|P |)γ r2 (|Q |)δ

(|P |)α⊔γ r1 + r2 (|Q |)β⊔δ
[𝖢𝗁𝗈𝗂𝖼𝖾]

∀n ≥ 0.(|Pn |)α r (|Pn+1 |)β

(|P0 |)α⊔⌊⋅⌋ r* (| ∨n≥0 Pn |)β
[𝖨𝗍𝖾𝗋𝖫]

(|P |)α r (|P |)β

(|P |)α r* (|P |)β
[𝖨𝗍𝖾𝗋]

P : (|P′ |)γ (|P′ |)α r (|Q′ |)β Q : (|Q′ |)δ

(|P |)α⊔γ⊔δ̄ r (|Q |)β⊔γ̄⊔δ
[𝖢𝗈𝗇𝗌]

(|P |)α r1 (|R |)β (|R |)γ r2 (|Q |)δ

(|P |)α⊔γ r1; r2 (|Q |)β⊔δ
[𝖲𝖾𝗊]α ⊑ γ (|P |)α r (|Q |)β β ⊑ δ

(|P |)γ r (|Q |)δ
[𝖮𝗋𝖽]



P : ⌈R⌉ ⟺ R ⊆ P
P : ⌊R⌋ ⟺ P ⊆ R
P : |R | ⟺ R = P
P : (R) ⟺ no relation

Axioms Schema
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P : ⌈R⌉ ⟺ R ⊆ P
P : ⌊R⌋ ⟺ P ⊆ R
P : |R | ⟺ R = P
P : (R) ⟺ no relation

Axioms Schema

66

Q : (| [[r]]P |)α

(P) r (|Q |)α

Axioms for forward 
reasoning

[[r]]P



P : ⌈R⌉ ⟺ R ⊆ P
P : ⌊R⌋ ⟺ P ⊆ R
P : |R | ⟺ R = P
P : (R) ⟺ no relation

Axioms Schema

66

P ∧ b : | [[b?]]P |
(P) b? |P ∧ b |

Q : (| [[r]]P |)α

(P) r (|Q |)α

Axioms for forward 
reasoning

[[r]]P

[[b?]]P



P : ⌈R⌉ ⟺ R ⊆ P
P : ⌊R⌋ ⟺ P ⊆ R
P : |R | ⟺ R = P
P : (R) ⟺ no relation

Axioms Schema

66

P ∧ b : | [[b?]]P |
(P) b? |P ∧ b |

P : (| [[ r ]]Q |)α

(|P |)α r (Q)
Q : (| [[r]]P |)α

(P) r (|Q |)α

Axioms for forward 
reasoning

[[r]]P

Axioms for backward 
reasoning

[[b?]]P

[[ r ]]Q



P : ⌈R⌉ ⟺ R ⊆ P
P : ⌊R⌋ ⟺ P ⊆ R
P : |R | ⟺ R = P
P : (R) ⟺ no relation

Axioms Schema

66

P ∧ b : | [[b?]]P |
(P) b? |P ∧ b |

Q ∧ b : | [[b?]]Q |
|Q ∧ b | b? (Q)

P : (| [[ r ]]Q |)α

(|P |)α r (Q)
Q : (| [[r]]P |)α

(P) r (|Q |)α

Axioms for forward 
reasoning

[[r]]P

Axioms for backward 
reasoning

[[b?]]P

[[ r ]]Q

[[b?]]Q
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(|P |)α r (|Q |)β (|P |)γ r (|Q |)δ

(|P |)α⊓γ r (|Q |)β⊓δ
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(|P |)α r (|Q |)β (|P |)γ r (|Q |)δ

(|P |)α⊓γ r (|Q |)β⊓δ

Same P,Q but different 
approximations
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general approximation
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(|P |)α r (|Q |)β (|P |)γ r (|Q |)δ

(|P |)α⊓γ r (|Q |)β⊓δ

Same P,Q but different 
approximations

We take the most 
general approximation

P ∧ b : | [[b?]](P ∧ b) |
(P ∧ b) b? |P ∧ b |

P ∧ b : | [[b?]](P ∧ b) |
|P ∧ b | b? (P ∧ b)
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67

(|P |)α r (|Q |)β (|P |)γ r (|Q |)δ

(|P |)α⊓γ r (|Q |)β⊓δ

Same P,Q but different 
approximations

We take the most 
general approximation

P ∧ b : | [[b?]](P ∧ b) |
(P ∧ b) b? |P ∧ b |

P ∧ b : | [[b?]](P ∧ b) |
|P ∧ b | b? (P ∧ b)

|P ∧ b | b? |P ∧ b |



Q : (| [[r]]P |)α

(P) r (|Q |)α

P : (| [[ r ]]Q |)α

(|P |)α r (Q)

Sets axioms for 
forward semantics

Sets axioms for 
backward semantics

Axioms Schema
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P : ⌈R⌉ ⟺ R ⊆ P
P : ⌊R⌋ ⟺ P ⊆ R
P : |R | ⟺ R = P
P : (R) ⟺ no relation

[[r]]P [[ r ]]Q



Q : (| [[r]]P |)α

(P) r (|Q |)α

P : (| [[ r ]]Q |)α

(|P |)α r (Q)

Sets axioms for 
forward semantics

Sets axioms for 
backward semantics

Axioms Schema

68

∃n . P[n/x] ∧ x = e[n/x] : | [[x := e]]P |
(P) x := e |∃n . P[n/x] ∧ x = e[n/x] |

Floyd’s style

P : ⌈R⌉ ⟺ R ⊆ P
P : ⌊R⌋ ⟺ P ⊆ R
P : |R | ⟺ R = P
P : (R) ⟺ no relation

[[r]]P [[ r ]]Q

[[x := e]]P



Q : (| [[r]]P |)α

(P) r (|Q |)α

P : (| [[ r ]]Q |)α

(|P |)α r (Q)

Sets axioms for 
forward semantics

Sets axioms for 
backward semantics

Axioms Schema

68

∃n . P[n/x] ∧ x = e[n/x] : | [[x := e]]P |
(P) x := e |∃n . P[n/x] ∧ x = e[n/x] |

Q[e/x] : | [[x := e]]Q |
|Q[e/x] | x := e (Q)

Floyd’s style Hoare's style

P : ⌈R⌉ ⟺ R ⊆ P
P : ⌊R⌋ ⟺ P ⊆ R
P : |R | ⟺ R = P
P : (R) ⟺ no relation

[[r]]P [[ r ]]Q

[[x := e]]P [[x := e]]Q



(|P1 |)α r |Q1 | |P2 | r (|Q2 |)β

⌊P1 ∧ P2⌋ r ⌊Q1 ∧ Q2⌋

The whole is more than the sum of the parts
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➡ Every state in  is reachable

➡ Every state in  is guaranteed to reach a state in 

➡ If  are errors,  are some source of errors

Q1 ∧ Q2
P1 ∧ P2 Q1 ∧ Q2

Q1 ∧ Q2 P1 ∧ P2
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[OOPSLA24] 
UnTer logic
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Q
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Conclusion
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?

• Novel compact, standard notation for code summaries

• A single proof system for all program logics
• Also accounts for exact triples (predicate transformers)

• Also accounts for combined triples

⌊P⌋ r ⌊Q⌋⌈P⌉ r ⌊Q⌋⌊P⌋ r ⌈Q⌉⌈P⌉ r ⌈Q⌉
• Reduced set of rules by exploiting similarities
• Also accounts for may-termination and reachability

No single view reveals  
the whole picture
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Ongoing works
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⌊P⌋ r ⌊Q⌋ ⌈P⌉ r ⌊Q⌋⌊P⌋ r ⌈Q⌉⌈P⌉ r ⌈Q⌉

• Encompass convex triples (under + over) and abstract interpretation

(P) r ⌊Q1 |Q2⌉ ⌊p |P#⌉ r ⌊q |Q#⌉

• Extend our approach to:


• Separation logics and their toolsets


• Concurrent programs


• Probabilistic programs (in the style of Outcome Logic)


• Relational logic



What ChatGPT got from this talk...

!



Different approaches are often seen as competing theories,  
but they can offer complementary views of the same system: 

cooperation is MUCH better than conflict

Take home message
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Different approaches are often seen as competing theories,  
but they can offer complementary views of the same system: 

cooperation is MUCH better than conflict

less dogmatism, 
be open minded!

Take home message
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Thanks  for your attention!⌊ ⌋ ⌈ ⌉
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