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Agust́ın E. Martinez-Suñé5 , Diego Senarruzza Anabia4,

and Emilio Tuosto6(B)

1 Centro Interdisciplinario de Telecomunicaciones, Electrónica, Computación y
Ciencia Aplicada, Universidad Nacional de Ŕıo Negro - Sede Andina, San Carlos de
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Abstract. We propose a mechanism for selecting distributed ser-
vices which encompasses three orthogonal, yet related type of contracts’
compliance. Indeed, we envisage contract compliance as the intersection
of behavioural contract compliance with the compliance of functional
and non-functional contracts. We model services as communicating-finite
state machines (CFSMs) suitably extended to capture data-awareness
and application-level quality-of-service (QoS). This extension is instru-
mental to define our notion of contract compliance in terms of a bisimu-
lation relation for this new class of CFSMs. More precisely, we introduce
CFSMs where transitions are decorated with constraints on the payloads
while states of CFSMs have decorations that carry QoS contracts. This
allows us to capture behavioural contracts (considering the communica-
tion pattern as usual in systems of CFSMs) as well as functional and
non-functional contracts. We use a case study to assess our approach
and we discuss tool support for our framework.
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Fig. 1. SOA (Left) and the service selection problem (Right)
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1 Introduction

A paramount requirement of distributed applications is the adaptation to varia-
tions in the environment in which they operate. In the past two decades service-
oriented computing (SOC) has become a predominant paradigm which has gen-
erated several variants such as —among others— cloud computing, fog and edge
computing, and many forms of distributed computing associated with what is
known as the Internet of Things.1 A common characteristic of these service-
oriented architectures (SOAs) is a globally available computational infrastruc-
ture for service composition. In fact, SOC advocates mechanisms for dynami-
cally and automatically search and combine distributed computational resources
exposed as services interacting over an existing communication infrastructure.
This vision of software systems is partially present in applied technologies, such
as RESTful APIs (that foster the API Economy by supporting dynamic recon-
figuration); however, to the best of our knowledge, full automation of service
composition is not supported.

Figure 1 (left) depicts a general view of the main elements present in SOA.
Service Providers make available the interface of their services by publishing them
to a Service broker which maintain a repository of services. At run-time, a Service
client/Requester may issue a request to the broker for searching a given service to
accomplish its goals. Then, the Service broker is in charge of choosing an appropri-
ate service from its repository. This mechanism relies on the ability of the Service
broker to solve a service selection problem schematically shown in Fig. 1 (Right):
the Service broker has to choose a service from a Service repository matching the
Service client/Requester needs. Ideally, this selection process should be automatic
and take into account constraints on the expected behaviour and on the parame-
ters involved in communications, as well as on service level agreements, or SLAs
for short [17].

In [27] we proposed SEArch, after service execution architecture, an imple-
mentation of a SOA for the language-independent execution of service-oriented
software applications, capable of performing transparent dynamic reconfigura-
tion. Key to this, lays the ability of SEArch of performing automatic service
1 Although the terminology has evolved, SOC is still widely used.
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discovery. To this aim, the infrastructure relies on a choreographic view [11]
which proposes an interaction mechanism by conceptually separating the local
computations of the components from their communication aspects. More pre-
cisely, both provision and requirement contracts are represented as communi-
cating finite-state machines [9] (CFSMs) in order to (.i) foster heterogeneity by
abstracting away implementation details and (.ii) support automatic discovery of
services through a mechanism based on bisimilarity introduced in [36] to estab-
lish the compliance between provision and requirement contracts.

In this paper we combine the approach in [31] with the service discovery
mechanism advocated in [27] and the approach in [24,28]. Noticeably, [31] bor-
rows asserted CFSMs from [18] to formalise a notion of behavioural and func-
tional contracts onto which make service discovery. In fact, the main contribution
of [31] is the implementation of the binding mechanism defined in [36] to sup-
port service interoperability understood as behavioural compliance (given by the
bisimulation of CFSMs).

Our view of the problem at stake can be understood as the intersection
of behavioural compliance extended with functional compliance (featured by
asserted CFSMs), and non-functional compliance (attained through labelling
states with a formal characterisation of the admissible values of application-
level quality-of-service (QoS) attributes). As an example, two contracts for a
multiplication service can be given by the following decorated CFSMs:

. p0 p1
CM?mul〈x, y〉

CM!res〈z〉
z = x · y

p0 p1
UM?mul〈x, y〉

UM!res〈z〉

z = x · y ∧ z %= 0

UM!res〈0〉

x = 0 ∨ y = 0

where transitions are labelled with communication actions (e.g., .UM!res〈z〉 and
.UM?mul〈x, y〉 respectively represents an output of the result from the service to
the client and an input of the service from the client). The functional contract is
given by the assertions on the payload variables decorating the transitions (e.g.,
.z = x · y). Finally, the non-functional contracts (not represented in the machine
for readability) are given by associating to each state a QoS specifications, that
is a constrain on the QoS attributes in the state; for instance, the state .p1 could
be assigned the QoS specification .bytes ≤ 100 to indicate the total bytes of the
payload should be less than .100.

A natural question to ask is whether the services above are equivalent. Intu-
itively, they are because even if the one on the right responds to clients using
di!erent computations for the result (e.g., avoiding to use a multiplication algo-
rithm when one of the inputs is .0). However, this is not easy to attain without
accounting for the functional contract in the definition of bisimulation. More-
over, transitions cannot easily be matched in the bisimulation game when, as in
our case, they use di!erent names. In fact, we intentionally used C (after client)
and U (after user) to refer to clients of the two services, which a plausible choice
that a developer can make when registering the contract of their service.
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As we will see, our approach tackles this issues by providing a notion of
bisimulation to use for service discovery that consider (non-)functional contracts
as well as di!erences on participants, messages, and variables names.

Structure and Contributions. After surveying background material in Sect. 2,
we introduce in Sect. 3 a new class of CFSMs, dubbed extended CFSM (cf.
Definition 6) obtained by blending the variants of CFSMs introduced in [18]
with those in [24,28]. More precisely, we borrow asserted CFSMs from [18] to
specify functional contracts and QoS-extended CFSMs from [24,28] for non-
functional contracts. We provide a notion of bisimulation (cf. Definition 10) on
extended CFSMs together with an algorithm for computing such bisimulation
Sect. 3.3. A feature of the algorithm is that it tries to build bisimulation rela-
tions modulo name matching, namely without assuming that machines necessar-
ily share a naming convention. This feature is inspired by the approach used in
the toolkit SEArch [27] which we plan to extend in order to support e-CFSMs. In
Sect. 4 we elaborate on the model of the POP protocol used in [24] to highlight
the main feature of our approach. We discuss related work and draw conclusions
in Sect. 5 which also sketch future research directions.

2 Background

We briefly survey communicating systems [9], first-order logic with equality, and
real-closed field [33].

2.1 Communicating Systems

Hereafter, we fix a set .P of participants and let .A,B, . . . range over .P. Partici-
pants interact through channels; more precisely, a channel .AB allows .A to asyn-
chronously send messages to .B through an unbounded FIFO bu!er associated
to the channel. Let .C = {AB

∣∣ A $= B are participants } be the set of channels.
Fixed a set .M of messages such that .P ∩M = ∅, we define the set .L of commu-
nication actions as .L = L! ∪ L? where .L! = {AB!m

∣∣ AB ∈ C and m ∈ M} and
.L? = {AB?m

∣∣ AB ∈ C and m ∈ M} are respectively the set of output and input
actions. The subject of .AB!m ∈ L (resp. .AB?m ∈ L), is .sbj(AB!m) = A (resp.
.sbj(AB?m) = B).

Definition 1 (Communicating systems [9]). A communicating finite-state
machine (CFSM) is a finite transition system .M = (Q, q0,→) where:

– .Q is a finite set of states with .q0 ∈ Q the initial state, and
– .→ ⊆ Q × L × Q; we write .q

l−→ q′ for .(q, l, q′) ∈→.

Given .A ∈ P, .M is .A -local if .sbj(l) = A for each .q
l−→ q′. A (communicating)

system is a map .S = (MA)A∈P assigning a .A-local CFSM .MA to each .A ∈ P.

Example 1 (Communicating Finite State Machine). The CFSM below yields the
behaviour of a client C interacting with a server S
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.p0

.p1.p2 .p3

.C S!req

.S C?ack .S C?error

There, C sends a request to S (message .req) and waits either for and acknowl-
edgement (message .ack) or for the notification of an error (message .error). -

2.2 First-Order Logic with Equality

We use first-order logic with equality (FOL= for short) to formally express func-
tional and non-functional contracts (see [15,32] for an extensive presentation of
FOL=).

We fix a set .S of sorts (whose elements represent types such as int, string,
etc.) and let .S! be the set of finite sequences on .S (as usual, we write .s1 s2 . . . sn
for the elements in .S! and .ε for the empty sequence).

Definition 2 (Signature). A tuple .〈X, F, P,σ〉 is an .S-signature (on .X, .F, and
.P) if .X, .F, .P are three denumerable sets of variable, function, and predicate
symbols respectively, while .σ maps elements in .X, .F, and .P respectively to .S,
.S! × S, and .S!.

Hereafter, .Σ = 〈X, F, P,σ〉 is a fixed yet arbitrary .S-signature that deter-
mines the constructors for our terms and the predicates of our logic as for-
malised by Definitions 3 and 4 below. We extend .σ on .T (Σ) by defining
.σ(c(t1, . . . , tn)) = s if .σ(c) = (s1, . . . sn, s) and .σ(ti) = si for all .1 ≤ i ≤ n.

Definition 3 (Terms). The set .T (Σ) of terms over .Σ is the smallest set
including .X and such that .c(t1, . . . , tn) ∈ T (Σ) for all .c ∈ F with .σ(c) =
(s1 . . . sn, s) and .t1, . . . , tn ∈ T (Σ) with .σ(ti) = si for all .1 ≤ i ≤ n.

A constant symbol is a symbol .c ∈ F such that .σ(c) = (ε, S).

Definition 4 (.FOL= and theory presentation). The set of FOL= formulae
is the smallest set .F(Σ) such that:

– .t = t′ ∈ F(Σ) for all .t, t′ ∈ T (Σ) with .σ(t) = σ(t′)
– .p(t1, . . . , tn) ∈ F(Σ) for all .p ∈ P and .t1, . . . , tn ∈ T (Σ) with .σ(p) = s1 . . . sn
and .σ(ti) = si for all .1 ≤ i ≤ n

– .¬φ, .φ ∨ φ′, .(∃x)φ ∈ F(Σ) for all .φ,φ′ ∈ F(Σ) and .x ∈ X.

A .Σ-theory presentation is a pair .〈Σ,Γ 〉 where .Γ ⊆ F(Σ).

The semantics of FOL= is defined as usual in terms of .Σ-models that is pairs
.〈ι,χ〉 where .ι interprets symbols as follows:

– .ι(s) it a set for each sort symbol .s ∈ S
– for each function symbol .f with .σ(f) = (s1 . . . sn, s), .ι(f) is a function from

.ι(s1) × · · · × ι(sn) to .ι(s), and
– if .p is predicate symbols with .σ(p) = s1 . . . sn then .ι(p) ⊆ ι(s1) × · · · × ι(sn)

is a relation over interpretation of .σ(p);
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and .χ is a valuation of the variable symbols given as a function .χ : X →
⋃

s∈S
ι(s)

such that for all .x ∈ X, .χ(x) belongs to the .Σ-interpretation of .σ(x). Terms
are then interpreted as: .〈ι,χ〉(x) = χ(x) for all .x ∈ X and .〈ι,χ〉(f(t1, . . . , tn)) =
ι(f)(〈ι,χ〉 (t1), . . . , 〈ι,χ〉 (tn)). The satisfaction relation (denoted as .|=) is then
defined between .Σ-models and formulae in .F(Σ) as usual by inductively extend-
ing valuations of variables and interpretations of function symbols to terms, and
interpretations of predicate symbols to complex formulae.

Standard logical connective and the universal quantifier are defined as usual
in terms of .¬, .∧, and .∃; in particular, we will shorten .¬(¬φ ∨ ¬φ′) with .φ ∧ φ′,
.(¬φ) ∨ φ′ with .φ =⇒ φ′, and .¬(∃x)(¬φ) with .(∀x)φ. Also, we assume that .¬
takes precedence over .∧.

2.3 Real-Close Fields

We will use FOL= to formalise the algebraic structures needed for the develop-
ment of the contributions of this work. In particular, QoS constraints will be
expressed as a FOL= language over real-closed fields (RCFs), a formalisation
of real numbers with equality based on (ordered) field studied by Tarski [33,
Section 5, Note 9].

We start by defining fields [6, Definition 3.3.5] as a theory presentation, that
is a FOL= language over a signature whose functional symbols include .+, .·, .0,
and .1 to represent a sum, a product, together with the finite axioms

.(∀x)(∀y)(x+ y = y + x) and (∀x)(∀y)(x · y = y · x) (1)

(∀x)(∀y)(∀z)((x+ y) + z = x+ (y + z)) (2)
and (∀x)(∀y)(∀z)((x · y) · z = x · (y · z))

(∀x)(∀y)(∀z)((x+ y) · z = x · z + y · z) (3)

(∀x)(∃y)(x+ y = 0) and (∀x)(x = 0) ∨ (∃y)(x · y = 1) (4)

to state the commutativity and associativity and of the .+ and .·, the distribu-
tivity of the product over the sum, and the existence of inverses.

Let .ΣRCF be a signature for a field including a predicate symbol .< to rep-
resent an order relation. Next we show the axiomatic systems of the real-closed
fields [33, Section 5, Note 9] as a first-order logic theory presentation, denoted by
.〈ΣRCF,ΓRCF〉, as ordered fields where .ΓRCF contains the axioms (1–4) above
together with

– the axioms to make .< a strict total order,
– the axiom establishing the existence of square roots of positive elements, and
– the axioms stating that every polynomial of odd degree has at least a zero.

Let us present these axioms formally as FOL= formulae. Recall that a binary
relation .≤ is a total order if it is reflexive, transitive, antisymmetric, and total:
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– .(∀x)(x ≤ x) reflexivity

– .(∀x)(∀y)(∀z)(x ≤ y ∧ y ≤ z =⇒ x ≤ z) transitivity

– .(∀x)(∀y)(x ≤ y ∧ y ≤ x =⇒ x = y) antisymmetry

– .(∀x)(∀y)(x ≤ y ∨ y ≤ x) totality

The strict total order .< is then defined in terms of .≤ as:

– .(∀x)(∀y)(x < y ⇐⇒ x ≤ y ∧ ¬(x = y)) strictness

while the remaining axioms for real-closed fields are

– .(∀x)(x > 0 =⇒ (∃y)(y · y = x)) square root

– .(∀a0)(∀a1) . . . (∀a2n+1)
(
a2n+1 $= 0 =⇒ (∃x)

(∑2n+1

i=0 aixi = 0
))

polynomials

respectively stating that every positive element has a square root and that every
polynomial of odd degree has a root (note that the latter is an axioms’ schema).
The acclimatisation shown above was proved to be consistent and complete [34,
Section 5, Note 15], its soundness follows from observing that all the axioms
are true under the usual interpretation of first-order languages. Finally, [34,
Theorem 37] proves that the axiomatic formalisation of the RCFs is decidable.
Later, it was shown that all real-closed fields are isomorphic [16, Theorem 2.1]
to the real numbers .R which indeed form a real-closed field if equipped with the
usual addition and multiplication operations, and the usual order relation.

3 Service Compliance

We aim to develop mechanisms to dynamically select services based on: (i)
behavioural compliance (defined in terms of communication patterns of services),
(ii) functional compliance (expressed as symbolic constraints on payloads), and
(iii) non-functional compliance (understood as application-level QoS).

3.1 Extended CFSMs

We now introduce a new class of CFSMs that blends together the data-awareness
proposed in [18] and QoS-extended CFSMs proposed in [24,28]. The former
enriches the labels of transitions by incorporating symbolic constraints on the
payloads of the messages, while the latter assigns extensions of the theory pre-
sentations of RCF (cf. Sect. 2.2) to states (see Definition 6).

Definition 5 (QoS specification). A QoS specification .〈ΣQoS,Γ 〉 is a theory
presentation extending .〈ΣRCF,ΓRCF〉 as follows:

1. .ΣQoS extends the set of symbols for function of .ΣRCF with a distinguished
finite set .Q of constant symbols (other that .0 and .1) representing the quanti-
tative attributes (from now we refer to the elements of .Q as QoS attributes),

2. and .Γ = ΓRCF ∪ Γ ′, where .Γ ′ is a finite set of closed FOL= formulae for-
malising specific constraints over the QoS attributes in .Q.
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The class of QoS specifications will be denoted as .C(Q).

Notice that, to preserve decidability of QoS properties, QoS specifications
can only admit extensions made by adding constant symbols. These symbols are
instrumental to the representation of the QoS attributes of components.

Example 2 (QoS specification). With reference to Example 1, possible quantita-
tive attributes of interest in an implementation might be .Q = {t,m} representing
CPU time and memory usage, respectively. Let .Γ ′ = {1 ≤ t ∧ t ≤ 5,m ≤ 10}
then, according to Definition 5, .〈ΣQoS,ΓRCF ∪ Γ ′〉 is a QoS specification that
characterises the computational cost in terms of time and memory consumption
of a process that might take place in state .p0. -

Functional contracts can be formalised in terms of FOL= formulae predicat-
ing on the payloads of messages as shown in the next example.

Example 3 (Functional contracts). Assume that transition .p0
C S!req−−−−−→p1 in Exam-

ple 1 has a string .r and an integer .b as payloads. The formula .φ defined as
.0 < len(r) < b then requires C to provide a non-empty string whose length is
strictly smaller than .b.2 -

In [18], asserted CFSMs (a-CFSMs) are introduced to specify contracts, such
as the one in Example 3. Fix an arbitrary FOL=.S-signature .Σ for functional
contracts; we assume that the typing function .σ of .Σ maps messages in .M
to .S!; intuitively, for .m ∈ M, .σ(m) yields the sorts of the payload of .m (for
instance, .σ(req) = string int in Example 3). For non-functional contracts, Defini-
tion 6 below extends a-CFSMs with QoS specifications on theory presentations
.〈ΣQoS,ΓRCF ∪ Γ ′〉, where .ΣQoS is defined as in Definition 5 with the set .Q of QoS
attributes axiomatised by a finite set of FOL= formulae .Γ ′. We assume that the
set of symbols for variables in .Σ and those in .ΣQoS are disjoint and fix the set
.C of QoS specifications on .ΣQoS.

Definition 6 (Extended CFSMs). An extended CFSM (e-CFSM for short)
is a tuple .〈M,F, qos, asrt〉 where:

– .M = 〈Q, q0,→〉 is a CFSM with .F ⊆ Q the set of final states,
– .qos : Q → C maps states of .M to QoS specifications, and
– .asrt maps transitions of .M to first-order formulae in .F(Σ).

An extended communicating system is a map .(MA)A∈P assigning an .A-local e-
CFSM .MA to each .A ∈ P.

In order to lighten the notation, we omit representing assertions that are
.True. For a state .q of an e-CFSM .M , we let .paths(q) be the set of simple
paths3 that start at the initial state of .M and end at .q. The set of variables

2 Formally, .φ should be defined as .0 < len(r) ∧ len(r) < b. For the sake of clarity, we
adopt conventional abbreviations in the arithmetic and logical expressions used in
the examples.

3 A path is simple when it has no cycle.
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of a transition .t, denoted as .var(t), is the set of variables .var(l) occurring in
the label .l of .t; given a path .π, .vars(π) is the union of the variables from each
transition on .π. We say that a transition .t assigns variable .v if .v ∈ var(t).

Functional contracts introduce an undesired form of non-determinism on e-
CFSMs as illustrated by the following machines:4

. q0 q1

q2

q3

C S?start

C S!get〈n〉

n > 0

C S!get〈n〉
n < 0

and q0 q1

q2

q3

C S?start

C S!get〈n〉

n ≥ 0

C S!get〈n〉
n ≤ 0

The only non-deterministic behaviour in the machine on the left is the internal
choice made by the sender C when assigning variable .n. The machine on the
right, in addition the internal choice of C, exhibits further non-deterministic
behaviour when C decides to assign .0 to .n, as the computation can continue
from either .q2 or .q3. This form of uncontrolled non-determinism is undesired
because it is not controlled by any of the participants in the system. Hereafter,
we restrict to assertion-deterministic machines according to the next definition.

Definition 7 (Assertion determinism). An e-CFSM .M is assertion-deter-
ministic if for every pair of transitions .q

l−→
φ1

q′ and .q
l−→

φ2
q′′ in .M there is no

.Σ-model .M such that .M |= φ1 and .M |= φ2.

Note that the definition above does not rule out non-determinism due to
internal choice of senders discussed above.

The next concept is of utmost importance, as it determines whether the asser-
tion labelling a transition can be evaluated, depending on whether the variables
involved in the assertion have been assigned a value or not.

Definition 8 (History sensitivity). Let .M be an e-CFSM. A transition .t =
q

l−→
φ

q′ of .M knows a variable .v if: .t assigns .v, or .v ∈ vars(π) for all .π ∈
paths(q). Machine .M is history sensitive if each transition .t of .M knows all the
free variables in the assertion of .t.

3.2 Bisimulation Relations for Extended-CFSMs

In this section we give a definition of bisimulation inspired by, but also extending,
the one given in [31, Definition 19] for a-CFSMs. We now address some nuances
involved in developing a bisimulation notion for e-CFSM. Consider the e-CFSM
and the paths below:

.

q0

q1q2 q3

π0 = q0
C S!m〈x〉−−−−−→ q1

π1 = π0
C S?n〈y〉−−−−−−→
x>0∧y>0

q2

π2 = π1
C S!o−−→ q1

π3 = π2
C S?n〈y〉−−−−−−→
x>0∧y>0

q2

C
S
!m

〈x〉

C S?n〈y〉

x > 0 ∧ y > 0

C S!o C S?m〈z〉

x < 0 ∧ z > 0

C S!o

4 In the following, we will omit assertions when they are .True for readability.
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We have that the assertion .x > 0 ∧ y > 0 holds along .π2 ∈ paths(q1) while the
assertion .x < 0 ∧ z > 0 holds on the path .π0

C S?m〈z〉−−−−−−→
x<0∧z>0

q3
C S!o−−→ q1 ∈ paths(q1).

Therefore, we should consider .(q1, x > 0 ∧ y > 0) and .(q1, x < 0 ∧ z > 0) as dif-
ferent states, since the knowledge of C di!ers depending on the path followed to
reach .q1. This shows that the bisimulation relation must be formalised, not only
in terms of the states of the machines, but also considering the logical informa-
tion collected along paths. This definition of knowledge, and its association to
discrete states, resembles the use of assignment’s information in order to char-
acterise states in data-flow analysis [1, Chapter 9]. Below, we formally define
the notion of knowledge, which intuitively corresponds to the conjunction of
the assertions .φ on a path .π, where the variables are not re-assigned after the
occurrence of .φ on .π.

Definition 9 (Knowledge). Given a communication action .l ∈ L, recall that
.var(l) is the set of variables in the payload of .l. The residual of an assertion .φ
after .l, written .φ ! l, is defined as

.p(x1, . . . , xn)! l =

{
p(x1, . . . , xn) var(l) ∩ {x1, . . . , xn} = ∅
⊥ otherwise

(¬φ)! l =

{
⊥ φ ! l = ⊥
¬(φ ! l) otherwise

(φ1 ∨ φ2)! l =

{
(φ1 ! l) ∨ (φ2 ! l) φ1 ! l $= ⊥ and φ2 ! l $= ⊥
⊥ otherwise

((∃x)φ)! l =






(∃x)(φ ! l) x $∈ var(l) and φ ! l $= ⊥
((∃y)(φ[y/x]))! l x ∈ var(l), y fresh, and φ ! l $= ⊥
⊥ otherwise

The knowledge .K(π) on .π is the inductively defined on .π as .K(π, {True}) where

.K(π, X) =






∧
ψ∈X ψ, π is the empty path

K(π′, {ψ
∣∣ ψ ∈ X and ψ ! l $= ⊥} ∪ {φ}), π = q

l−→
φ

π′

Intuitively, the knowledge on a path is the conjunction of all the assertions .φ
that are not annihilated by actions that assign variables over which .φ predicates.
Notice that the residual of a disjunction is .⊥ when the residual of either of the
disjuncts is annihilated because if the knowledge of one sub-formula becomes
uncertain then nothing can be said about the disjunction.

Example 4 (Knowledge). If we consider the paths .π0, .π1, .π2 and .π3 detailed
above we have:

.K(π0) = (K(ε)!CS!m〈x〉) = True
K(π1) = True ∧ x > 0 ∧ y > 0
K(π2) = K(π3) = True ∧ x > 0 ∧ y > 0 ∧ True
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Notice that in the case of path .π3, the variable .y is reassigned by the last tran-
sition of .π3; as a consequence, the previous assertion mentioning .y is removed
from the knowledge. Also, notice that on .π2

C S?m〈z〉−−−−−−→
x<0∧z>0

q3, .q3 is not accessible
because the assertion associated with the last transition can only be taken when
.x < 0 holds; however .K(π1) implies that .x > 0 holds. -

A consideration that must be taken into account is that the usual simula-
tion condition cannot be näıvely applied since the knowledge at a given state .q
depends on the path used to reach .q. We therefore give a definition of bisimu-
lation which accounts for the assertion labelling transitions and the knowledge
available at each state. More precisely, we consider a labelled transition system
where the states are all the pairs .(p,K) with .p a state of the e-CFSM and .K
the knowledge of a path in .paths(p).

Next definition uses the auxiliary operation .· that given a conjunction .φ of
formulae in .F(Σ) yields the formula .φ obtained by removing redundant (i.e.,
syntactically equal) conjuncts from .φ. The reason to remove syntactically equal
formulae is that cycles would induce infinitely many states that di!er only
because their associated knowledge repeats a same conjunct a di!erent num-
ber of times; to avoid this it is enough to keep syntactically equal formulae just
once.

Definition 10 (Bisimulating e-CFSMs). Let .M1 and .M2 be two assertion-
deterministic and history sensitive e-CFSMs on states .Q1 and .Q2 respectively
with .q0,1 ∈ Q1 and .q0,2 ∈ Q2 be their initial states. A relation .R ⊆ (Q1×F(Σ))×
(Q2 ×F(Σ)) is a simulation if, for all .l ∈ L, whenever .((p,K) , (q,K ′)) ∈ R and
.p

l−→
φ

p′ in .M1, there is a non-empty set of transitions .T = {q l−→
ψ1

q1, . . . , q
l−−→

ψk

qk} in .M2 such that:

1. the formula .¬
(
((K ! l) ∧ φ) =⇒

∨
q

l−→
ψ

q′∈T
((K ′ ! l) ∧ ψ)

)
is not satisfiable

2. .
{(

(p′, (K ! l) ∧ φ ∧ ψ), (q′, (K ′ ! l) ∧ ψ)
) ∣∣ q l−→

ψ
q′ ∈ T

}
⊆ R

3. if .p ∈ F1, then .q ∈ F2

4. if .qos(p) = 〈Σ,Γ1〉 and .qos(q) = 〈Σ,Γ2〉 then .¬
( ∧

φ∈Γ1
φ =⇒

∧
φ∈Γ2

φ
)
is

not satisfiable.

Machines .M1 and .M2 are bisimilar if there is a simulation .R such that .R−1 is
a simulation and .((q0,1,True) , (q0,2,True)) ∈ R.

As hinted by the example in Sect. 1, a transition with label .l and assertion
.φ can be simulated by several transitions of the other machine. This is cap-
tured in Definition 10 by the existence of a set of transitions .T in the simulating
machine that satisfy condition 1 and condition 2. Intuitively, the former checks
that the transition .p

l−→
φ

p′ can be matched by a set of transitions from .q such

that the transitions have the same communication action .l and whose assertions
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“cover” the assertion .φ. This boils down to say that the residual of .K ′ encom-
passes the (residual) assertion at .p.5 Condition 2 requires that the target states
of the transitions keep coinductively simulating each other. Crucially, for the
target state .p′ to be simulated by .q′ along transition .q

l−→
ψ

q′ ∈ T , we add to the

knowledge at .p′ the assertion .ψ so that the simulation game continues recording
the assumptions on the variables enforced by the transition .q

l−→
ψ

q′. Condition

3 requires, as usual, that final states in one machine can be simulated only by
final states in the other. Finally, Condition 4 requires that the QoS specification
associated to .q encompasses the one associated with .p. Note that assertions of
payloads do not a!ect non-functional contracts due to the fact that the vari-
ables of functional and non-functional contracts are disjoint.

3.3 Computing Bisimulation Relations

The implementation aspects and the extension of SEArch with e-CFSM are not
in the scope of this work; nevertheless, we discuss the e!ectiveness of the com-
putation of the bisimulation relation in Definition 10 also in relation to some
practical aspects considered in the design of SEArch. A practical assumption
done in SEArch is that there is a mismatch on the names used in the contracts
on the provision’s side and those on the requester’s side. In fact, often these sides
are developed by di!erent parties without a common vocabulary.

Thus, we have to establish bisimilarity modulo name matching, namely we
allow bisimilar e-CFSMs to have di!erent signatures, set of participants, and set
of messages. More precisely, the process of bisimulation checking between two
e-CFSMs involves the search for a suitable bijection on the names used in their
transitions. This can be done by adapting standard iterative refinement; in par-
ticular, we generalise the algorithm in [20].

For simplicity, we assume that the two signatures di!er only on their set
of variable symbols, while function symbols and predicate symbols coincide; in
this way, we have to construct a name match only for the variable symbols of
the signatures, the sets of participant names and messages used in communica-
tions (extending the algorithm to cover the construction of name matchings for
function symbols and predicate symbols is straightforward).

For .i ∈ {1, 2}, let .Σi = 〈Xi, F, P,σi〉 be two .S-signatures and

.Mi = 〈(Qi, q0i,→i), Fi, qosi, asrti〉

be two e-CFSMs defined over a set of participants .Pi and a set of messages .Mi

on .Σi.
The computation of a bisimulation relation between two e-CFSMs (if any)

is described by Algorithms 1 to 3 which search the space of bijections on par-
ticipants, on messages, and between sets of variable symbols. For this task we
5 Notice that, following the way SMT solvers check for validity, condition 1 requires the
negated implication not to be satisfiable, which is equivalent to impose the validity
of the implication.
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Algorithm 1: Enumeration of matchers for computing a bisimulation
Function e-CFSMBisimulation:

Input : M1 = 〈(Q1, q01,→1), F1, qos1, asrt1〉
Input : M2 = 〈(Q2, q02,→2), F2, qos2, asrt2〉
Output : (R,matcher) ∈ ℘(Q1 × Q2) × Matcher

1 matcher ← newMatcher(M1,M2)
2 while moreMatchers(matcher) do
3 ∼ ← computeBisimulation(M1,M2,matcher)
4 if isValid(∼) then
5 return 〈∼,matcher〉
6 else
7 matcher ← nextMatcher(matcher)
8 return 〈∅, ∅〉

relay on the datatype Matcher (not explicitly declared in our pseudo-code below)
which provides, not only the implementation of the bijections acting as name
matchings, but also data structures used to support the iteration of the plausi-
ble name matchings.

Given two e-CFSMs, the function e-CFSMBisimulation in Algorithm 1 returns
a bisimulation with a corresponding name bijection (if any). The while-loop
in Algorithm 1 iterates (via the auxiliary function moreMatchers that returns
the next available name matching) on the possible name matchings (initialised
on line 1 by the auxiliary function newMatcher). More precisely, for each such
matcher function computeBisimulation defined in Algorithm 2 (cf. page 14) is
invoked to check that a bisimulation under the provided matcher exists. The loop
terminates either finding a valid bisimulation under a suitable name matching
(returned in the structure matcher) or reporting that there is no more name
matchings to iterate (when the auxiliary function moreMatchers returns False
on matcher).

The function computeBisimulation in Algorithm 2 computes a bisimulation
(if any) between two e-CFSMs given name matching. For readability, we fix

.Q̂1 = Q1 × ℘
( ⋃

t∈→1

asrt1(t) ∪
⋃

t∈→2

asrt2(match(matcher, t))
)

Q̂2= Q2 × ℘
( ⋃

t∈→2

asrt2(t) ∪
⋃

t∈→1

asrt1(match(matcher−1, t))
)

where the .match(matcher, t) is the transition obtained by renaming the variables
occurring in the communication action and assertion of transition .t according to
matcher. The process starts from the total relation (see Line 1) and iteratively
removes pairs of states when they are shown to be not bisimilar.6

For each pair in the current relation the bisimulation conditions are checked
by invoking isSimulation (Algorithm 3, page 15) and checking the conditions
6 Optimisations are possible by starting from smaller relations than the total one. For
this reason, implementations actually start from a subset of the total relation by
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Algorithm 2: Computation of a bisimulation modulo name matching
Function computeBisimulation:

Input : M1 = 〈(Q1, q01,→1), F1, qos1, asrt1〉
Input : M2 = 〈(Q2, q02,→2), F2, qos2, asrt2〉
Input : matcher ∈ Matcher
Output : newRel ⊆ Q̂1 × Q̂2

1 newRel ← Q̂1 × Q̂2

2 repeat
3 currentRel ← newRel
4 foreach ((p,K), (q,K′)) ∈ currentRel do
5 if

isSimulation(M1,M2, (p,K), (q,K′), currentRel,matcher) and
not Sat(¬(qos1(p) =⇒ qos2(q))) and
isSimulation(M2,M1, (q,K

′), (p,K), currentRel,matcher−1) and
not Sat(¬(qos2(p) =⇒ qos1(q))) and
(p ∈ F1 ⇐⇒ q ∈ F2)

6 then
7 newRel ← newRel ∪ {((p,K), (q,K′))}
8 until newRel = currentRel
9 return newRel

on QoS specifications and state acceptance. More precisely, the algorithm
searches for a simulation of .M1 with .M2 and a simulation of .M2 with .M1. It
is worth observing that the result is a bisimulation relation where the variables
in the assertions on the transitions of second machine .M2 are renamed by the
name matching given in input. In fact, besides the renaming done in .Q, the sim-
ulation of .M2 with .M1 is computed using the inverse name matching as per the
second conjunct of guard of the if statement on Line 5. When such conditions are
violated, the next iteration continues without the pair of states under scrutiny;
otherwise the pair is kept in the next current relation. In other words the states
in the pair will be considered bisimilar in the next iteration. The function stops
when a fix-point is reached.

The call to the function Sat in the guard of the if statement on Line 5
represents the invocation to an SMT-solver [5,12,14] for determining the satisfi-
ability of a first-order formula expressing that the QoS specification of the state
in the first machine does not imply the QoS specification of the state in the sec-
ond machine.7 Notice that a positive answer from the SMT-solver results in the
conclusion that the corresponding states cannot are not bisimilar. Likewise, the
states are not bisimilar if one of them is accepting while the other is not.

pruning as many pairs of “trivially” non-bisimilar states as possible, while keeping
the computational complexity of the optimisation process low.

7 In theory invocation to SAT solvers could be computationally expensive. However,
as observed in [26], typically QoS constraints are trivial or not complex formulae that
SAT solvers can decide efficiently.
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Algorithm 3: Checking simulation conditions under a name match
Function isSimulation:

Input : M1 = 〈(Q1, q01,→1), F1, qos1, asrt1〉
Input : M2 = 〈(Q2, q02,→2), F2, qos2, asrt2〉
Input : (p,K) ∈ Q̂1

Input : (q,K′) ∈ Q̂2

Input : matcher ∈ Matcher
Input : R ⊆ Q̂1 × Q̂2

Output : bool

1 foreach p
l−→
φ

p′ ∈→1 do

2 l′ ← match(matcher, l)
3 inCurrentRelation, simKnw ← true, true
4 foreach T ∈ ℘({t ∈→2

∣∣ the source of t is q and the label of t is l′})
and inCurrentRelation and simKnw do

5 K1 ← match(matcher,K ! l ∧ φ)
6 K2 ← K′ ! l′

7 simKnw ←
∧

q
l−→
ψ

q′∈T
not

(
Sat(¬

(
(K1 ∧ ψ) =⇒ (K2 ∧ ψ)

)
)
)

8 candidates ←
{
((
p′,K ! l ∧ φ ∧ match(matcher−1,ψ)

)
, (q′,K2 ∧ ψ)

)
}
q

l−→
ψ

q′∈T

9 inCurrentRelation ← candidates ⊆ R

10 if not simKnw or not inCurrentRelation then
11 return false

12 return true

Algorithm 3 checks the simulation condition specified in Definition 10 on the
states and relation passed as input to the function computeBisimulation. Function
match (Line 2) performs the translation of a label according to a matcher; this
function is polymorphically applied on the FOL= formula yielding the knowledge
at state .p (cf. Line 5). This renaming is necessary in order to check that the
knowledge of the source state of a transition in the first machine, is simulated
by the knowledge of the source state of a transition in the second machine. For
this we appeal to an SMT-solver (cf. the invocation to Sat on Line 7).

4 Case-Study: A Variant of the POP Protocol

We now apply both our framework to the POP protocol [3] that allows mail
clients to access a remote mailbox and retrieve e-mails. More precisely, a client
C starts the communication by sending an .helo message8 to a POP server S. The
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server replies with the number of unread messages in the mailbox using a .num
message. At this point C can either halt the protocol by sending a .quit message
to S or read one of the e-mails by sending a .read message to S. In the former
case, the server acknowledges with a .bye message and the protocol ends. In the
latter case, S sends C the number of bytes of the current unread message in a .size
message letting the client choose between quitting the protocol (as before) or
actually requesting an e-mail by sending S a .retr message. In the latter case the
server sends a .msg message (whose payload is meant to be the selected e-mail);
the reception is acknowledged by the client with an .ack message which re-starts
the reading process.

We elaborate on the POP client’s used in [24] by adding payloads on some
as the following CFSM:

.CPOP = 0 1 2 3 4 5 6
C S!helo S C?num〈n〉 C S!read〈i〉 S C?size〈s〉 C S!retr S C?msg〈e〉

7 8

C S!ack

C S!quit
C
S
!q
u
it C S!qu

it

S C?bye

Being POP a two-party protocol, a CFSM for the server is obtained by dualising
the CFSM above, that is by replacing each send action with the corresponding
receive action and vice versa.

To make CPOP above an e-CFSM we simply assign QoS contracts to states
and assertions to transitions. The former rely on the QoS specification in [24]
which considers the set of QoS attributes .Q = {t, c,m} representing CPU time,
monetary cost, and memory usage, respectively and based on the following QoS:9

.ΓLow = {t ≤ 0.01, c ≤ 0.01, m ≤ 0.01}
ΓChk = {t ≤ 5, c = 0.5, m = 0}
ΓMem = {1 ≤ t ≤ 6, c = 0, m ≤ 64}
ΓDB = {t ≤ 3 =⇒ (∃x)(0.5 ≤ x ≤ 1 ∧ c = t · x), t > 3 =⇒ c = 10, m ≤ 5}

to respectively characterise the phases of the protocol with low computational
cost, the cost for checking the integrity of emails, the cost related to reception
of messages from the server, and the monetary cost according to the execution
time required by an operation.

8 We stick to the naming convention for messages in [3].
9 These QoS specifications are representative of typical constraints defined in SLAs.
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Following Definition 6 and letting .th,k be the transition in CPOP from state
.h to state .k we can define:

.qosPOP : j 5→






ΓLow, j ∈ {0, 1, 3, 7, 8}
ΓDB, j ∈ {2, 4}
ΓMem, j = 5
ΓChk, j = 6

and

.asrtPOP : th,k 5→






n ≥ 0, h = 1, k = 2
0 < i ≤ n, h = 2, k = 3
s ≥ 0, h = 3, k = 4
len(e) = s, h = 5, k = 6
True, otw

Note that .ΓLow is assigned to most of the states. As observed in [24], this is typical
since most of the state in an e-CFSM represent phases of computations that
do not have a significant impact on the non-functional properties of applications.

Let us now consider another POP client that treats di!erently emails with
size below a given bound, say .ŝ, than those with size bigger than .ŝ. We can
specify such client with the e-CFSM .C ′

POP below:

.C ′
POP =

0 1 2 3 4 5 6
C S!helo S C?num〈n〉 C S!read〈i〉 S C?size〈s〉 C S!retr S C?msg〈e〉

4’7 8

S C?size〈s〉
C S!retr

C S!quit

C S!ack

C S!quit

C
S
!q
u
it C S!qu

it

S C?bye

obtained by adding the coloured part to .CPOP and defining QoS specification
.qos′

POP and assertions .asrt′POP as:

.qos′
POP =qosPOP[4′ 5→ qosPOP(4)] = ΓDB and

asrt′POP =asrtPOP[t3,4 5→ ŝ > 0 ∧ 0 ≤ s ≤ ŝ, t3,4′ 5→ s > ŝ ∧ ŝ > 0]

For instance, 4’ is a state where an internal computation checks whether the
necessary disk space is available or not. It is easy to see that .CPOP and .C ′

POP

are bisimilar since

– the QoS specification in states 4 of .CPOP and 4’ in .C ′
POP are the same,

– the transition from state 3 to state 4 .CPOP is simulated by the two transitions
from state 3 in .C ′

POP and
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– each transition from state 3 in .C ′
POP is simulated by the transition from state

3 to state 4 .CPOP since the assertion on the former implies the assertion on
the latter.

Note that the bisimulation relation would not hold if we had assigned a QoS
specification of 4’ di!erent than the QoS specification of 4 in .CPOP, namely
if we had .qos′

POP(4′) $= qosPOP(4). Likewise, changing the assertion of .t3,4 in
.C ′

POP to .ŝ > 0 ∧ 0 ≤ s < ŝ would spoil the bisimilarity relation with .CPOP the
implication .s ≥ 0 =⇒ (ŝ > 0 ∧ 0 ≤ s < ŝ) ∨ (s > ŝ ∧ ŝ > 0) (since for .s = ŝ the
antecedent holds while the consequence does not).

5 Conclusions, Related and Future Work

We define extended-CFSM (e-CFSMs for short), an automata model for express-
ing service contracts. Our model blends the variants of CFSMs [9] recently
introduced in [18] and in [24,28]. Like those variants, behavioural contracts are
formalised by the communication pattern described by the underlying CFSM;
functional contracts are essentially borrowed from asserted CFSMs [18], while
non-functional contracts are formalised in terms of the QoS specifications intro-
duced in [24,28].

We elaborate the framework studied in [31] to introduce a bisimulation up-to
name matching (cf. Definition 10), designed to tackle the practical problem of
name mismatching in contracts specified by independent parties that very likely
do not share the same naming convention. This problem is commonplace in
the reference application driving our contributions: transparent dynamic discov-
ery and binding of service-based software artefacts. In this context, our frame-
work contributes to make the run-time selection of services more precise –since
our e-CFSMs comprehensively account for behavioural, functional, and non-
functional constraints– and more flexible –since interoperability can be guaran-
teed also when provision and required contracts use mismatching names. Finally,
we showed the use of the language through enriching a case-study taken from
the literature [24].

Besides a slightly di!erent view10 we use the asserted CFSMs in [18] for cap-
turing functional contracts. Asserted CFSMs build on choreography automata [4]
to generalise the notion of choice usually adopted in behavioural types and nei-
ther consider interoperability nor QoS contracts. We remark that the notion of
history sensitivity was introduced in [8] and inspired both the notion of history
sensitivity in [18] and ours (cf. Definition 8). On the contrary, our notion of
knowledge di!ers from those in [8] and in [18] since our notion not only consider
which variables are available to a participant at a given point of the compu-
tation, but also which assertions on such variables the participant can safely
assume. The first model for functional contracts for multiparty session types is

10 For technical reasons we use typed messages, namely we assume a function .σ : M →
S∗ mapping every .m ∈ M to its corresponding type.
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presented in [8]. More recently, ideas similar to the one in [8] have been devel-
oped in [37] to propose refined multiparty session types. As asserted CFSMs,
these models are designed to guarantee communication correctness in presence
of data dependencies. In fact, we implicitly rely on the results in [18] to distil
contracts as e-CFSMs obtained by decorating with QoS specifications asserted
CFSMs resulting by projection of well-formed asserted choreography so to ensure
that our behavioural contracts are communication-sound.

The extension of CFSMs to QoS specifications introduced in [24,28] aimed to
statically analyse SLAs in the composition of services. The analysis in [24,28]
hinges on aggregation operators that are not used in the present work since here
we only employ QoS specifications in order to guarantee SLAs in the run-time
discovery of services. Functional contracts are not considered in [24,28].

The literature on QoS spans a wide range of contexts and methods [2,19]. As
in [24,28], we abstractly model application-level QoS using RCFs. Other abstract
models in the literature such as quantales [30] and c-semirings [10,13,23], are
not amenable of being used in modern SMT-solvers [7, Chapter 33] (which we
need in the algorithms presented in Sect. 3.3). The language for QoS properties
in [29] is restricted on convex polytopes; this restriction does not a!ect RCFs.
In [36] CFSMs are the basis for dynamic binding mechanism of services and can
only capture behavioural contracts.

Our approach has two main limitations that we plan to overcome in future
work. A first limitation is that bisimulation could be too a rigid mechanism for
service interoperability. Besides using a weak notion of bisimulation, we plan
to replace bisimulation with simulation relations akin to behavioural subtyping
to have a more general mechanism. A second limitation is to consider name
matching mechanisms such as name embeddings rather that bijections.

We plan to integrate the models and algorithms proposed in this work in a
common framework which includes SEArch and MoCheQos [25] to provide more
general service brokerage mechanisms. In fact, this will allow to obtain sound
e-CFSMs by projecting global choreographic models featuring behavioural, func-
tional, and non-functional contracts in the vein of [21] where QoS contracts of
components are derived from global specifications for run-time prediction, adap-
tive composition, or compliance checking, similarly to what is done in [22]. As
said, this top-down approach is indeed featured in [18] for functional contracts.

Once our discovery mechanism is implemented, we plan to assess its e!ec-
tiveness with an experimental evaluation. We expect that for “small” contracts
(such as those commonplace in microservices) the approach can be feasibly used
for on-the-fly discovery. In cases where the compliance check is computation-
ally heavy, the approach can be still applied by making use of o!-line discovery
whereby brokers prepare lists of available services compatible with expected
request.
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